Switch Web Management User Manual V2.2

lnscape Datz

LinkPower™
LPS3000 Managed Series Switch

Web Management User Manual

Version: V2.2

Date: 2021.8

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

Version

Date

Modification

V2.0

2015.8

First Version

V2.1

2017.08

1, Content & Header
2, Product Introduction And Feature

3, Layer 3 Static Routing And Ipv6
Configuration
4, Change SNTP to NTP. Add NTP Setting.

5, SNMPv3 Configuration

6, PoE Scheduling Configuration

7, MSTP Configuration

8, IPMC Profile Configuration

9, IPV6 MLD Snooping Configuration

10, Appendix 1 Term List & Appendix 2 FAQ

V2.2

2021.08

- LinkPower™ Switch Web Management User Manual




Switch Web Management User Manual V2.2

TABLE OF CONTENTS

1. INEFOAUCTION ...t bbbt b ettt b et b et bt b et bbbttt et bt ens 8
1.1. ProduCE INTTOTUCTION. ..ottt sttt ettt besb e b e b e e e e eneeaea 8

1.2. FRALUIE ...ttt b et s h e e et e bt s bt et e bt s ae e et s bt e e e e Rt ebe e b e s Rt e ae bt e ae e et reenenes 8

1.3. OVEIVIBW.....c.etiiiist ettt ettt bbbt b et b s h b b et bbbt st st e b et et et e b et et s ebe e 9

1.4. WeED ManAgEMENT LOGIN .....cciiiiiiiieieieiiei sttt sttt ettt b e e b e e s ese e 9

1.5. WeD-Dased USEI INTEITACE ..ottt 10

1.6. IMBIN IMIEBINU <.ttt bbbt b et b et bt s bttt b et ens 11

2. NETWOTK MANAGEMENT.......iiieeiiieeee ettt et e st et e s te e be e besbeesa e bestsessesbeeasestesssensesteensensesseensenes 12
2.1 1P CONTIGUIALION.....cutitiriietietestet ettt ettt a bbbttt e se bt bt sb e b et et e s e et e st e bt eb e st e b et ennensenneneens 12

2.1. NTP CONTIGUIATION ...ttt sttt ettt eb bt b e sa e bt n et e st s e 13

2.2. THMIEZONE ...ttt bbbt h et bt h et bbbt b et h bttt b et b b 14

2.3. SNMP CONTIGUIALION ....c.uiiiiiiietiiiest ettt ettt sttt st s et et s bt e bt eae bt st e s e s e s et eneereas 14
2.3.1. SNMP System CoNfiUIrAtioN ....ccccuuiiiiiiiiii et s e s s rbee e e e b e e s e aees 15

2.3.2. SNMP Trap CoNfigUration ... ...ceeiciiiie ettt e et e e et e e e abe e e e eabee e s enaaeeeentaeeeenrens 16

2.4, System LOG CONfIQUIALION .......ocueeiiieceeeeee sttt ettt ettt s te et e s re et e sbeeaesreesaenbesrnensenns 21

3. Lo 0o oY (o 11 1 = P 22
G700 I o 1 A @] oo U= o] o ST 22

3.1. LiNK AQOEEOALION .......oeiiieeeciecteeee ettt ettt et te et e s e et e s besas et e sbeeabesbeeseasbesaeensesbeessestesseensesteennensens 23
3.1.1. ) Ao Y =4 ¢= - - A [0 Y o EO OSSP T TP PPPTR PP 23

3.1.2. LACP AZEIreBation .....uuuiiiiiiiiiiiiiiiiteeee e ettt e e e e s sttt e e e e s s s ssbtbeeeeeessesssabtsaaeeessssssssssnneeeesssnnsanns 25

3.2. POM IMIITTOTING .ottt ettt e st e et e e s te e b e s besas e besbeeasesteeseenbesteessenbeessessesseensasseensensens 26

3.3. Thermal Protection CONfIQUIALION...........cooiiieiiciieiee ettt et et be st e e 27

4, (Lo ] = @Y ] Ko VT =14 o] o RS 28
4.1. 0] Y= 111 T SRR SSPRI 28

4.2. POE SEALUS ...ttt sttt r e r e s ae e r e re e e nne 30

4.3. 2 C B o] S Yol o T=To (1] 1 o RO 30

5. Yo AV =T T od=To I @0T 0} 1T LU ] -SSR 31
5.1 WLAN Lttt bttt ettt e te e bt e eh e e e a e e ea et et e e be e bt e bt e ehe e ehe e e te e bt e ebeeeheeeateeabeebe e beenbeenheeaneas 31

5.1. POIT ISOIALION ...ttt b e s e b n e e 34

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

5.1.1. PO GrOUP c i 34
5.1.2. (oo i [Yo] =14 o] o W TSP ORI VRTOPRTP 35

5.2. ST P et h ettt bt e bt eh et e eh e e e bt et ekt bt et e eheea e e bt ehe et e eheebesbeeat e besheeneene 35
5.2.1. Y I a2 TR e T LY o =R 35
5.2.2. IMISTI IMI@PPINE ceeieieiiiiieeee ettt e ettt e e e e e s sttt e e e e e e s s bt bt e eeeeesesauabebaeeeeeesesannsenaaaeesssanannns 37
5.2.3. IVISTI PRIOTITIES «eeeeeiieeee ettt ettt e et e s e e e s s ne e e e s sne e e e s snreeessamnneeesannneessane 37
5.2.4. Y I 2T Te F= T oo T SRR 39
5.2.5. IMISTIPOIES .ttt ettt et ettt b e s bt s at e st e b e bt e s bt e saeesab e e b e e beesbeesneesneeenseenneens 40

5.3. MAC AAAIESS TaDIE.....ceiieieeeeeee ettt b b sa e n e e s 40
5.4. IGMP SNOOPING ...cvivieiecteetee ettt ettt et et e e s teebe et e ste e b e s besssesbesbeeasesteeseesbesssensesseessessesseensesseesnensens 41
5.4.1. S T (o @oT oY i T={U T = { o) o TSRS 42
5.4.2. IGMP Snooping VLAN Configuration .......cuceeiecuiiiiiiciiii sttt e e st e e sntee e 42
5.4.3. POIt FIlEEIING PrOfilE cuveiiieieee ettt e e s bae e e e s sata e e s sntaaeeeans 43

5.5. IPIMC PO ...ttt bbbttt ettt sttt en s 44
5.6. [IPVB MLD SNOOPING ...ttt ettt st sttt ettt se bt sbe b st s et et e e eaeebeeseebesae b e naeseneenseneeneene 46
5.6.1. 2 T (o @eT g i1 ={ U = 4[] o FO PP UPPRRR 46
5.6.2. VLAN CONFIGUIATION weeeiiiiiie ettt e et e et e e e e etee e e e abe e e e e abeee e e abaeeeeenbeneeennsens 47

5.7. B R P S ettt ettt b e bt eh ettt e bt e ehe e ehe e eate e bt e be e bt e ebteeaeeenteeteereen 48
5.8. I PSP P PR UPTOPPOPSTRPRRRPRRPROR 50
5.9. [0 o] o JN o 1 (=Tox 1o o [ SNSRI 51
6. 6. QOS CONTIGUI .ottt ettt sttt et e et e s be s beeab e beete et e sbeesaesteebeenbesteessanbesssensesbeensesseessansens 52
6.1. QOS POt ClasSIfICALION ....cveeviecieicie ettt ettt et e e b e b e b e e sbeesbeesaeesabeeabeenbeenbeesseenanas 52
6.2. 0T o] o T o RSP RRSPR 53
6.3. Storm Control CONFIQUIALION........cc.ccuieieiicieece ettt te et e s et e sbeeaesbeessebesreensenns 54
7. SECUNTY CONTIGUIE oottt ettt et te et e be e te et e s beeaaesbeebeenbesteensabeessastesseensesteessentens 54
7.1. PASSWOIT.....cuiniitiieiitet ittt b et bbbt b et e b bbbt b et en s 54
7.2. BOZ. LXK ettt btk h e bt bt et h e et e At bt et e e bt ea e e bt eh e et e ebeebesheeat e besheentenne 55
7.3. F Y Y PP P PP P PP PPPPPOPPPPPPPPPPPRt 57
7.3.1. RADIUS . ..ttt ettt sttt et e bt s bt s ae e st e et e e bt e s b e e san e s b e b e e b e b e e e ne e e e e eareereens 57
7.3.2. TACACSH ..ttt ettt sttt b e bttt et b e e b e e s ae e s bt s bt e bt e r e e e re e eneeereereens 59

7.4. [ (8 e s To o] o] T [PPSR 60

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

7.4.1. DHCP OVEIVIEW...ciiiiiiiiiiiiiiii ittt sba e e s aa s e e saas e e s ssaaeessans 60

7.4.2. 1A oYUy A B 0 Y g o] o1 o - PR 61

7.4.3. DHCP SN00PING CONFIGUI ..eeciiiiee ettt ettt e e et e e e e ebte e e s e bt e e e e sbteeeeebteeeesanteeaesans 62

7.5. [PE&MAC SOUICE GUAIT ...ttt ettt ettt st b ettt b et 63
7.5.1. (o] A @oT o) i T={ U= 4[] o PRSP 63

7.5.2. SEALIC TABIE et sttt et s ne e e sareeeanes 64

7.6. F e o [ o= Tox 1o o PRSPPI 64
7.6.1. o] A @oT 0 {T={U = 4 o] o USRS 65

7.6.2. VLAN CONFIGUIATION 1eeiiiiiiiie ittt et see e e e sbee e s st e e e ssabe e e s ssabeeeeennbeaeeennsees 66

7.6.3. SEALIC TADIE ettt et st st b e b e naees 67

7.7. AL et h et ettt e b e bt e bt e h et ea et et e e bt e eh e e sheeeabe e bt ebe e beeehee et e eteeteens 68
7.7.1. F Y@ I oo T o £ o o =T PP 68

7.7.2. Rate Limiter ConfigUration ......c..oeiiiiii et e s s sare e e e sntaeeeeans 69

7.7.3. Access Control List CONfiGUratioN ........cccuiiiiiciiie ettt e e e 69

8. DIBGNOSTICS ettt h sttt b e sttt et h e bt b e e b e sa e b et et en e e st e st e bt e bt e b e b et e b et et et eneereas 70
8.1. PING TEST .ttt ettt et h e bbbt et e et a bbbt bttt ettt ne e 70

8.2. (OF= 1ol Lol I T=To 0 [o 1S] 1o OO 71

8.3. CPU LOAA.......c ottt sttt sttt st e st e et e st e st e bt e se e b e st e s et eneeneeseeseesesbestesensenseneeneasens 72

9. IMBINTENANCE.....c.oiiiiiiiee ettt b et bbbt et s et bt b et en s 73
9.1. RESTAM DEVICE ......oviniiiiciiiete ettt bbbttt en s 73

9.2. FACIONY DEIAUILS ...ttt ettt st e s beebe et e saeentesbeessesbessaensesteennentens 73

9.3. FIFMWAIE UDPQGIAOE .....oveeeeiieeeeeeeete ettt st et te et st e s et e sseesaesteeseessesaeessesseessessesneensessennsensens 74

9.4. FIMMWAIE SEIECT ..ottt 74

9.5. FIMMWEAIE SEIECT ...ttt b bbbttt ens 75
9.5.1. Download Configuration FilE........cocciiii ittt e ette e e e e sate e e e eeate e e e entaeeeeaes 75

9.5.2. Upload Configuration File........cueii ittt e e et e e e s bae e e e s ate e e s sntaeeeeans 75

9.5.3. Activate CoNfIGUIAtioN.......coi i e et e e e e e s e sabaee e eaeees 76

9.5.4. Delete ConfigUration Fil.......cccuii ittt ettt e e et e e e e tte e e e e ebae e e e eareeeesnreeaeeans 76

10. F N o] =T a Lo L A =T o I TN SRS 77
11. F N o] =T g Lo LD N RS S 78

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

- LinkPower™ Switch Web Management User Manual



1.2.

Switch Web Management User Manual V2.2

1.Introduction

1.1. Product Introduction

LPS3000 Series is a high-end, cost-effective, smart rack-style industrial L2 switch. The increase in switching capacity
enhances the data communication function; the series is suitable for a large-scale network.

This series supports IPv4 / IPv6 double stack platform, and supports a variety of senior management functions,
including POE the Manage, MAC Table, VLANs, Port Isolation, Loop Protection, IGMP Snooping, MLD Snooping, ERPS,
DHCP client, DHCP Snooping, STP/RSTP/MSTP, 802.1 x, QoS, port mirror, LLDP, static routing and NTP etc, 128 static
routing and basic QINQ, to provide users with the perfect solution; At the same time the whole series supports SNMP
vl /v2, v3 (Simple Network Management Protocol), CLI command line, Web net tube, TELNET mode of Management,
make equipment Management more convenient, at the same time, with the ACL control function, attack prevention
function, make the Management more safety.

The series complies with FCC and CE standards and supports 1-channel AC power input. Using the mute fan, it can
adapt to the work environment temperature range of - 10 °C to 50 °C, and it can satisfy the requirements of various
sites and provide a reliable, economical solution.

Feature

> |EEE802.3, IEEE802.3u, IEEE802.3ab, IEEE802.3z, IEEE802.3ae
LPS3000028PFM: 24 * 10/100/1000Base-T(X) PoE ports + 4 * 10G SFP+ fiber ports

LPS3000036PFM: 24 * 10/100/1000Base-T(X) PoE ports + 8 * Gigabit SFP fiber ports + 4 * 10G SFP+ fiber
ports

LPS3000048PFM: 48 * 10/100/1000Base-T(X) PoE ports + 4 * 10G SFP+ fiber ports
Support V-Ring looped redundancy technology. Self-healing time for looped network is less than 20 ms
Support POE management, POE load timing restart and on-off.
Support IGMP Snooping, Static multicast filtering, MLD Snooping filtering
Support DHCP Snooping, protect from ARP attack, attack of illegal DHCP server access
Support NTP, easy for real-time synchronization of network time
Support SNMP v1/iv2/v3
Support LLDP
Support ACL, enhance the flexibility and safety of network management
Support QoS, enhance the stability of network

Support port mirror, convenient for online debug

YV V. ¥V ¥V VW ¥V V¥V ¥V VYV V V

Support cable testing, convenient for the examining cable length in a project
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»  Support STP/RSTP/MSTP, enhance the stability of network
> Support IEEE802.1Q VLAN, IEEE802.1ad QINQ

» Support 802.1x authentication to port and MAC
>

Support static routing L3 switching technology

Y

Operation temperature range: -10°C ~ 50°C

» Storage temperature range: -40°C ~ 85°C

» Support silent fan, rack installation

1.3. Overview

Thank you for purchasing our managed switch series, whose software functions can all be managed, configured,
and monitored via an embedded Web-based(HTML) interface. By a standard browser, you can manage switch at
any remote site in the network. A browser, as a universal access tool, uses the HTTP protocol to communicate
with the switch directly.

1.4. Web Management Login

Open an installed web browser on your PC, enter the switch’s IP address, such as http://xxx.xxx.xxx.xxx, then
open that URL to log in to web management.

o

«

Note: The switch's IP address is 192.168.2.1 by default. So please input http://192.168.2.1 in the browser.

When the login window appears, please enter the default username "admin" with the password "system" . Then
click OK to login.
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Windows Security . - &

The server 192.168.2.1 is asking for your user name and password, The
server reports that it is from 24GF-4G,

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

“.JEEI'I"IEI"I'IE |

|Pa:5u.-u:ru:l |

Rermember my credentials

[ QK l | Cancel

Figurel-1Login Window

Default User Name: admin
Default Password: system

1.5. Web-based User Interface

After entering the username and password, the main screen appears asfollowing Figurel1-2.

Part 1 2 4 E. a 10 12 14 16 13 20 22 24 24 26
@r«e Tl R Il I E LT I
oo, WMWY PRy yepy HE w.
= 1 3 5 T g 23 25

1 13 15 17 18 ] 23 Console Reset

B
rallon Ml

MInformation & Status

»Network Admin Port Configuration

»Port Configure Port ‘ Link [ Speed [ Flow Control [ Maximum Excessive
»PoE | Current | Configured | Current Rx | Current Tx | Configured | Frame Size | Collision Mode
yAdvanced Configure = <= W O 9600 <= hd
» Security Configure 1 @ Down X b4 O 9600 Discard Vv
+Qo$ Configure 2 @ Down X O 9600 Discard v
v ;@ oo x 0
4 @ Down X y | 9600 Discard Vv
5 @ Down X X O 9600 Discard v
6 1Gfdx X X O 9600 Discard v
7 @ Down X X O 9600 Discard v
& @ Down b'e X O 9600 Discard v
9 @ Down X b4 | 9500 Discard v
10 @ Down X X O 9600 Discard v
11 @ Down X X O 9600 Discard v
12 @ Down X bd O 9600 Discard Vv

Figurel-2 Web management Main Page interface

This Main Page interface includes mainly 3 parts. Here is description:

Description

Company LOGO; Panel display; Port indicators, including PoE and Link working status;
Part 1 Language selection button; Help document
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Part 2 The Main Menu, lets you access all the commands and statistics

Part 3 Main Screen, showing configuration details

The Web agent displays an image of the Managed Switch’s ports. Different colors mean different states, they
are illustrated as follows:

: 100Mbps linked ; : 1000Mbps linked ; I No link

1.6. Main Menu

Using the onboard Web agent, you can define system parameters, manage and control the Managed
Switch, and all its ports, or monitor network conditions. Via the Web-Management, the administrator can set
up the Managed Switch by selecting the functions those listed in the Main Menu. Following is short

Information & Status - Users can check switch information and working status under this menu.
Network Admin - Users can check and configure related features of network under this menu.
Port Configure - Users can check and configure specification of ports under this menu.

PoE - Users can check and configure related features of Power-over-Ethernet (PoE) under this
menu.

Advanced Configure - Users can check and configure L2 advanced features under this menu.
Security Configure - Users can check and configure security features of the switch under this

menu.
QoS Configure - Users can check and configure QoS features of the switch under this menu.
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2.Network Management

2.1 IP Configuration

r'y.)

\ Note: IP address of switch is 192.168.2.1 by default, and the default sub netmask is255.255.255.0(24)

Click "Network Admin">"IP", screen will shows as:

dInformation & Status
w Network Admin

IP Configuration

=P Mode Host v
'_I't'”" DNS Server I}E-e rver v
= Timezone Router
YSNME DNS Proxy ||
=Syslog IP Interfaces
»Port Configure
IPv4 DHCP IPv4 IPvé
PR —— ! e }_E:'::b!: I Ealiback Cumemt L oase ! Sddroce [ Aack Lol ! Addrozs I AacleLonail
rAdvanced Configure ] — — =
} Security Configure L ! 0 19216822 24 2001 :1 64
TS ERTITIIE Add Interface
}Diagnostics
»Maintenance IP Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
Delete |0.0.0.0 0 192.168.2.3 4]
Add Route

Save || Reset

Figure 2-1IP Configuration Screen
Following is description detail about IP configuration:

Name Description

Port Name Display system’s port name
VLAN VLAN for for access and management of switch

- If enable, it means that VLAN port start IPv4 DHCP client, to dynamically get
IPv4 addresses of the switch. Otherwise, it will use switch’s static IP
configuration.

IPv4 DHCP . . . .
- Fallback(Seconds), means the waiting time for switch to get dynamic IP address
via DHCP. The value of "0" here means never over the time.
- Current Lease, means the IP address get from DHCP
IPv4 - Address: static IPv4 address entered by user.

- Mask Length: static IPv4subnetmask entered by user.
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- IP Address, Users can input the static IPv6 address
- IP Mask, Users can input the static IPv6 subnet mask

IPv6

- Destination, Users can iput t he IPv4 address of destination
IP Routes - IP Mask, Users can static IPv4 subnet mask
- Next address, Users can input next IPv4 address

Click "Add Interface"to create a new management for VLAN and IP address. Click "Save" to save settings.

A

\
Note: The switch only creates VLAN 1 by default. If the user needs to use another VLAN for switch
management, please first add the VLAN in the VLAN module, then add the relevant port to it.

2.1. NTP Configuration

NTP is an acronym for Simple Network Time Protocol, a network protocol for synchronizing the clocks of
computer systems. You can specify NTP Servers and set the GMT Time zone. The NTP Configuration screens
will appear after you click "Network Admin">"NTP".

rinformation & Status
w Network Admin

NTP Configuration

= 1P Mode Enabled v
=NTP Server1
» [IMezone
»SNMP Server 2
= SysLog Server 3
»Port Configure Server 4
»PoE Server 5

rAdvanced Configure

» Security Configure Save || Reset

Figure 2-2 NTP Setting Screen

Configuration object and description is:

Object Description
Click drop-down menu to select "Enabled" or "Disabled"NTP.

Mode Enabled: Enable NTP mode operation. When enabling NTP mode operation, the
agent forwards and transfers NTP messages between the clients and the server
when they are not on the same subnet domain.

Disabled: Disable NTP mode operation.

NTP Sever

After input NTP server IP address, NTP information will be get from that server.

After configuration was set, please click "Save" to save the setting.
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2.2. Timezone

Time zone is to set the time of the switch, users can set the time according to their locations. You can get into
the timezone through “Network admin” > “Timezone”, as below figure 2-3

pInformation & Status

- Network Admin System Information Configuration

P System Timezone Offset (minutes) | 480
= NTF

= Timezone Save || Reset

FSNMP

= Syslog

Figure 2-3 NTP Setting
Configuration instructions

Time zone setting

Input the time
Click “save” to enable your settings.

2.3. SNMP Configuration

Simple Network Management Protocol (SNMP) is an application-layer protocol that facilitates the exchange of
management information between network devices. It is part of the Transmission Control Protocol/Internet
Protocol (TCP/IP) protocol suite. SNMP enables network administrators to manage network performance, find
and solve network problems, and plan for network growth.

This switch support SNMPv1, v2c,v3. Different versions of SNMP provide different security level for management
stations and network devices.

In SNMP v1 and v2c, the "Community String" is used for user authentication. That string is similar to the
password function. The SNMP application of the remote user and the SNMP of the Switch must use the same
community string. SNMP packets of any unauthorized sites will be ignored (discarded).

"Community String" by default for switch’s SNMPv1 and v2c access management is:

1. public — Allow the authentication management station to read MIB objects.
2. private — Allow the authentication management station to read, write, and edit MIB objects.

Trap

Used by the agent to asynchronously inform the NMS of some event. These events may be very serious, such as a
reboot (someone accidentally turned off the switch), or just general information, such as a port status change. In
these cases, the switch creates trap information and sends it to the receiver or the network admin. Typical traps
include authentication failures, network changes, and cold/hot-start traps.

MIB
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A MIB is a collection of managed objects residing in a virtual information store. Collections of related managed
objects are defined in specific MIB modules. Switch uses the standard MIB-II information management module.
So, MIB object value can be read by any SNMP web-managed software.

2.3.1. SNMP System Configuration

You can enable or disable the SNMP System Configuration. Its screen will appear after you click “Network
Admin">"SNMP">"System"

pinformation & Status

< Network Admin SNMP System Configuration

u P Mode Enabled v
=NTP Version SNMP vZ2c v
:I;r:lr;jzpﬂne Re?d Cnmmuni.ty pob C
NEs e Write Community | private
= Trap Engine 1D 200007e501 7000001
= Communities
u Lsers Save || Reset
= Groups
 VigWs
m ACCESS
= Syslog
pPort Configure
rPoE

pAdvanced Configure
p Security Configure
Q05 Configure
pDiagnostics
pMaintenance

Figure 2-3-1 SNMP System Setting Screen

Configuration object and description is:

Description
Mode Enabled or Disabled the SNMP function
Version Click drop-down menu to select SNMP v2c or SNMP v1 version
Read Community Public: allow authentication management station to read MIB objects
Write Community Private: allow authentication management station to read and write MIB objects.
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2.3.2.SNMP Trap Configuration
User can enable or disable SNMP Trap function and set configuration. Click "Network Admin">"SNMP">"Trap" ,
then this screen will show as:

pInformation & Status

«Network Admin SNMP Trap Configuration

u P
= NTP
=« Timezone Trap Config Name
» SNMP Trap Mode Disabled ¥
= System Trap Version SNMP v2¢c A
Trap | Trap Community Public
= Communities e
« Users Trap Destination Address
= Groups Trap Destination Port 162
n Vigws Trap Inform Mode Disabled ¥
= ACCESS Trap Inform Timeout (seconds) | 3
" S"’“ELD? Trap Inform Retry Times 5
BB LT Trap Probe Security Engine 1D Enabled T
b POE Trap Security Engine ID
pAdvanced Configure Trap Security Name — v

¢ Security Configure
»QoS Configure SNMP Trap Event

» Diagnostics
»Maintenance System * [ Warm Start Cold Start
Link up "® none " specific ' all switches
Interface *Link down ® none ' specific ' all switches
LLDP '® none ' specific ' all switches
AAA * || Authentication Fail
Switch * LISTP RMON

Save || Reset

Figure 2-3-2

2.3.2.1. Communities

Users can set the new community name through “Network admin” > “SNMP” > “Communities”, as below figure
2-4-3
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pInformation & Status . . .
< Network Admin SNMPv3 Community Configuration

P Delete | Community | Source IP |  Source Mask
= NTP public 0.0.0.0 0.0.0.0

= Timezone . . : . :
+SNMP private 0.0.0.0 0.0.0.0

= System Add New Entry Save || Reset
= Trap

= Communities
u lzers
= Groups
n YWiews
n ACCESS
= SysLog

Figure 2-4-3 Adding Community

Configuration Instruction

Item Instruction

Community Input the name of the new community
Source IP Input IPv4 source address
Source Mask Input IPv4 subnet mask

Click “Save’to enable your settings.

2.3.2.2. Users

SNMP v3 uses the USM (User-Based Security Model) authentication mechanism. The administrator can set the
authentication and encryption functions. The authentication verifies the validity of a message sender to avoid
illegal user access. Encryption is used to protect communication between NMS and Agents to prevent
eavesdropping. Adopting the above two functions provides greater security for communication between the
NMS and the Agent.

Users can set an SNMP v3 account and EncryMode. Click “Network Admin” > “SNMP” > “Users”, as below :
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pInformation & Status

< Network Admin SNMPv3 User Configuration

=P - User Security Authentication | Authentication | Privacy Privacy
aNTP L3 ==l ‘ Name ‘ Level Protocol Password ‘Protocol Password

= Timezaone 500007e5017f000001 default_user NoAuth, NoPriv MNone MNone MNone MNone

»SNMP
= System Add New Entry Save || Reset
= Trap
= Communities
= Users
= Groups
= Wiews
= ACCESS

= SysLog

Figure 2-4-4 Adding Users

Configuration Instruction:

Object ’ Instruction

Engine ID Default Value 800007e5017f000001. The switch default value is recommended

User Name Input the new account name of SNMPV3

Three EncryModes, NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, choosing by
Security Level dropping down the menu

Authentication Protocol Choose for MD5 and SHA

Authentication Password Input the encrypted password
Privacy Protocol Choose for DES and AES
Privacy Password Input the encrypted password

Click “Save” to enable your settings.

2.3.2.3. Views

Users can set the visit view of SNMPv3. Click “Network Admin” > “SNMP” > “View”. As below:
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pInformation & Status
w Network Admin
=P Delete | View Name | View Type | OID Subtree

SNMPv3 View Configuration

=NTP default_view |included ¥ 1
= Timezone

v SNMP Add New Entry Save || Resat
= System
= Trap
= Communities
u sers
= Groups
n VIEWS
m ACCESS

= SysLog

Figure 2-4-5 SNMPV3 Adding Views

Configuration Instruction

Object Instruction
Views Name Input the name of Views
Views Type Choose for included and excluded
OID Subtree Input OID subtree, such as 1.2

Click “Saving” to enable your settings.

2.3.24. ACCess
Uses can set an Access to load a built Views. Click “Network Admin” > “SNMP” > “Access”, as below:

HEESHE SNMPv3 Access Configuration
v RIREE
ol Delete | Group Name [ Security Model | Security Level | Read View Name | Write View Name
= NTP default_ro_group any  MNoAuth, NoPriv default_view ¥ None v
HERE default rw_group any  MNoAuth, NoPriv default_view ¥ default view ¥
v SNMP v3_rw_group usm Auth, Priv V3 _view v V3 view v
ERES | ]
= TrapSHis Add New Entry Save || Reset
= Communities
n lUsers
= Groups
» Wiews
n ACLESS
=
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Figure 2-4-6 SNMPv3 Access Load Setting

Configuration Instruction

Object Instruction

Group Name Input the name of group
Security Model Choose for any v1 v2c usm
Three EncryModes, NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, choosing by
Security Level dropping down the menu
Read View Name Chose the built views
Write View Name Chose the built views

Click “Save” to enable your settings.

2.3.2.5. Groups

Users can set Groups to load built Users and Access. Click “Network Admin” > “SNMP” > “Groups”, as below

pInformation & Status
w Network Admin

SNMPv3 Group Configuration

=P Delete | Security Model | Security Name | Group Name
= NTF v public default_ro_group
= Timezone : .
B — vl pnvat.e default_rw_group
vZ2e public default_ro_group
= System : ===
= Trap vZe private default rw_group
= Communities usm default_user default_rw_group
= Users
= Groups Add New Entry Save || Reset
= Yigws
= ACCESS
= SysLog

Figure 2-4-7 SNMPV3 Groups Load Setting
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Configuration Instruction

Object Instruction
Security Model Choose for vl v2c usm
Choose the built account name. For built team name under v1 v2c, built account
Security Name name under usm
Group Name Input built group name

Click “Save” to enable settings.

2.4. System Log Configuration

The user can configure switch’s system log via the following screen after clicking "Network Admin">"Syslog"

pInformation & Status

+Network Admin System Log Configuration

=IP Server Mode Disabled v
=INTP Server Address

= TIMeZone

»SNMP Syslog Level Info -
= SysLog

Save || Reset

= Dt (T nnfirmnro

Figure2-4System Log Configuration Screen

The configuration object and description are:

Object ‘ Description

Enabled or Disable SNMP System Log function. If "Enable"is selected, switch will send

ServerMode | g tem Log to defined server.

Server Address |Defined server IP address

To define level of System Log, including:
Info: Information, warnings and errors.
Warning: warnings and errors.

Error: errors.

Syslog Level
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3. Port Configure

3.1 Port Configuration

This page is for configuring port specifications of switch. After click "Port Configure">"Ports", this screen will

appear as:

¥ Port Configure

=Ports
PAggregation

= Mirroring
=Thermal Protection
= Green Ethernet

Port | Link Speed Flow Control Maximum Excessive
Current Configured Current Rx | Current Tx | Configured | Frame Size | Collision Mode
* <> Vv O QE00 <> w
1 @ Down Auto v ) 5 O 9600 Discard w
2 100fdx Bto v e e O 9600 Discard +
3 @ Down Auto - B 5 O 9600 Dizcard w

Figure 3-1Port Configure Screen

Configuration object and description is:

Description

Object
Link Red color means Link Down, green color means Link Up
Select the port speed and full / half duplex mode.
"Disabled" means that port is disabled.
"Auto"meaning in full-duplex (FDX) or half-duplex mode (HDX) (1000mbps always in
full-duplex mode) auto negotiateamong 10,100,1000Mbps devices. "Auto"” setting
Speed allows the port to automatically determine the fastest settings for the device
connected, and to apply these settings.
"1000-X_AMS" means that port is Ethernet/Optical combo port, and optical port is
prioritized.
Other options are10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX, 1000-X.
It is a flow control mechanism for a variety of port configurations. Full-duplex ports use
802.3x flow control, half-duplex ports use backpressure flow control. It is disabled by
Flow Control
default.
Check to enable flow control.
Maximum Frame Itis used to set the maximum frame size for Ethernet. The default setting is 9600, which
Size is to support Jumbo frames.

Click "Save" to store and activate settings.
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3.1. Link Aggregation

Users can set up multiple links among multiple switches. Link Aggregation, is a method that tie some physical
ports together as one logic port, to enlarge bandwidth. This switch supports up to 13 groups Link Aggregation, 2
to 8 port as one group.

‘& Note: If any port in the link aggregation group is disconnected, data packet that sent to disconnected
port will share load with other connected port in this aggregation group.

3.1.1. Static Aggregation

In this page, user can configure static aggregation of switch’s ports. After click the menu "Port
Configure">"Aggregation">"Static", followed window will appear for making static aggregation settings.
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Finformation & Status

FNetwork Admin

‘ ¥ Port Configure |
=Parts

wAggregation

= LACP

= lirraring
= Thermal Protection
= Green Ethernet

PPoE

F Advanced Configure
¥ Security Configure
*QoS Configure
}Diagnostics

P Maintenance

Aggregation Mode Configuration

Hash Code Contributors

IP Address

Source MAC Address
Destination MAC Address

TCP/UDP Port Number

Aggregation Group Configuration

Port Members

Group ID

1[2|3[a]s5]6]7]|8]9]1w0]11]12]13[14][15][16]17[18[19]20]21]22|23[24]25] 26

Mormal
1

W oo = oy e L R

— =k =
M = O

-
(=%}

JONONONONONONORONONONONORORORONONOROROBORORONONORNORO!
(ONONONONONONONONONORORORONGRONONONONONONONONONONONG
ONONONONONONONONONONONORORORONONORONORONORONONONORG
ONORONONONG
ONORONON)
ONORONONO)
ONORONON)
ONORONONONG)
ONONONONONONONONONONONORORORONONORONORONORONONONORG
(ONONONONONONONONONORORORONGRONONONONONONONONONONONG
ONONONONONONONONONONONORORORONONORONORONORONONONORG
(ONONONONONONONONONORORORONGRONONONONONONONONONONONG
CO00O00O0O00OOOOO0OOOOOOOOO0OOCOO
CO000000C0CO0O0OO0OOOOOLCOOO0OOOCO

ORONONO)
(ONONONONE;
(ONONONONS;
(ONONONONE;
ONONONO)

Q0000

Figure 3-2Port Static Aggregation Configuration Screen

Configuration object and description is:

Object

Description

Aggregation Mode
Configuration

This parameter is flow hash algorithm among LAG(Link Aggregated Group) ports.

Group ID

Static aggregation group ID

Port Members

This switch supportsup to 13 groups Link Aggregation, 2 to 8 port as one group.

Click "Save" to store and activate settings.

Y

«

Note: It allows a maximum of 8 ports to be aggregated as 1 static trunk group at the same time.

- LinkPower™ Switch Web Management User Manual




Switch Web Management User Manual V2.2

3.1.2. LACP Aggregation

Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information between

Partner Systems that require high-speed redundant links. Link aggregation lets you group up to eight consecutive

ports into a single dedicated connection. This feature can expand bandwidth to a device on the network. LACP
operation requires full-duplex mode. For more detailed information, refer to the IEEE 802.3ad standard.

Users can create a dynamic aggregation group for switches. After clicking "Port Configure" > "Aggregation” >
"LACP", users can configure LACP on the following screen.

Minformation & Status

FNetwork Admin

| ¥ Port Configure |
= Ports

wAgagregation

= Static

= llirroring
= Thermal Protection
= Green Ethernet

LACP Port Configuration

Port | LACP Enabled | Key Role | Timeout| Prio
* [F] < w o v oW 32768
1 F uto w Lotive  w Fazt w 32768
2 F] buto w bLotive  w Fazt 32768
3 F buto w Lotive w Fast w 32768
4 i uto w Lotive  w Fazt 32768
5 F buto v Lotive Fazt 32768

Figure 3-3 LACP Configuration Screen

Configuration object and description is:

Object

LACP

Description

Enable or disable LACP function of that port.

Key

The Key value incurred by the port, range 1-65535 . The Auto setting will set the key
as appropriate by the physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the

Specific setting, a user-defined value can be entered. Ports with the same Key value
can participate in the same aggregation group, while ports with different keys cannot.

Role

The Role shows the LACP activity status. The Active will transmit LACP packets each
second, while Passive will wait for a LACP packet from a partner (speak if spoken to).

Timeout

The Timeout controls the period between BPDU transmissions. Fast will transmit
LACP packets each second, while Slow will wait for 30 seconds before sending a
LACP packet.

Prio

The Prio controls the priority of the port. If the LACP partner wants to form a larger
group than is supported by this device then this parameter will control which ports will
be active and which ports will be in a backup role. Lower number means greater
priority.

Click "Save" to store and activate settings.
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3.2. Port Mirroring

Configure port Mirroring on this page. This function monitors network traffic by forwarding a copy of each

incoming or outgoing packet from one port of a network switch to another port, where the packet can be studied.

It enables the manager to keep close track of switch performance and adjust it as needed.

To configure Mirror settings, please click "Port Configure">"Mirroring". Then followed screen will appear:

b : . .
e Mirror Configuration

¥ Network Admin

Port to mirror to | 1 "
¥ Port Configure
= FPors . . .
i Mirror Port Configuration
w Aggregation
= Static
Port Mode
= LACP
1 |Dizabled
= Mirroring T
= Thermal Protection habled
= Green Ethernet 3 |Ex only w
4 | Tz only
Y PoE _
5 |Dizabled

Figure 3-4Mirror Configuration Screen

Configuration object and description is:

Object

Port mirror to

Description

Frames from ports that have either source (rx) or destination (tx) mirroring enabled
are mirrored on this port. Disabled disables mirroring.

Mode

Select source port mirror mode.

Rx only Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

Disabled Neither frames transmitted nor frames received are mirrored.

Enabled Frames received and frames transmitted are mirrored on the mirror port.
Note: For a given port, a frame is only transmitted once. It is therefore not possible
to mirror mirror port Tx frames. Because of this, mode for the selected mirror port
is limited to Disabled or Rx only.

Click "Save" to store and activate settings.

..

\ Note: You cannot set fast-speed port(s) to mirror a low-speed port. For example, there is a problem if

you try to mirror 200Mbps port(s) to a 10 Mbps port. So the destination port should have a speed equal to or
higher than the source port. Additionally, the source and destination ports should not be the same.
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3.3. Thermal Protection Configuration

Thermal protection detects and protects the working switch. When a switch detects a port temperature above the
defined threshold, the system disables the port to protect the switch.

After clicking "Port Configure">"Thermal Protection”, followed screen will appear as:

b : . .
DI EIS SRS Thermal Protection Configuration

¥ Network Admin

Temperature settings for priority groups

¥ Port Configure
=Ports Priority | Temperature
kAggregation 0 5EE °C
= [irraring 2
= Thermal Protection | 1 255 ¢
= Green Ethernet 2 255 C
»PoE 3 [255 °C
» Advanced Configure o
Port priorities
¥ Security Configure
¥aos Contigue Port | Priority
* LF o
¥ Diagnostics 0 v
» Maintenance 2 0w
3 0w

Figure 3-5Thermal Protection Configuration Screen
The configuration object and description are:

Object Description

Temperature settings for | This switch support 4 Thermal Protection priority groups, and each of them can
priority groups have a defined temperature for protection.

Port priorities Define which priority group that port belong to.

Click "Save" to store and activate settings.

Y

\
‘' Note: By default, all ports of switch are belong to Priority Group 0, with protected temperature 225
degree C.
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4.PoE Configuration

Power-over-Ethernet (PoE), means Ethernet network power supply via 100BASE-TX, 1000BASE-T. Its maximum
power distance is 100 meters. By PoE power system, based on Ethernet wiring network of UTP Cat5 or higher
Cable, it can give power to IP camera, VoIP phone, wireless AP, as well as transmit data. So there is no need to
be concerned about the power wire building, reducing the cost of the networking building.

The PoE power supply system has a unified standard, IEEE 802.3af and 802.3at. So devices from different
manufacturers have no problem in general usage, as long as they comply with these standards.

PD, it is defined as a powered device in the PoE Power Supply System, primarily including IP camera, wireless
AP, network VoIP phone, and other IP-based terminal equipment.

The whole process of PoE:

1. Detection: At the beginning, the PSE device outputs a very small voltage to detect and judge if its linked PD is
an IEEE802.3af / IEEE802.3at compliant device. Only if it is determined that the PD is a standard-compliant device
will it proceed to the next step.

2. PDClassification: After detecting PDs, PSE will classify them and recognize the power that PD requires.

3. Power up: When the above 2 steps are finished, PSE starts feeding the required power for PD, with 44~57VDC
output voltage.

4. Power supply: PSE provides stable 44~57V DC to PDs, and auto-feeds power as required by PDs. Maximum
power of single PoE port for IEEE 802.3af devices: 15.4W; Maximum power of single PoE port for IEEE 802.3at
devices: 25.5W.

5. Disconnection: If PD is disconnected or the user disables PoE from the management software, PSE will
quickly(300-400ms) stop powering PD.

In any moment of the PSE powering the PD process, PSE will stop working and then restart from step 1 if an

abnormal situation happens, such as a PD Short circuit, power consumption is higher than the feeding power, and
so on.

4.1. PoE Setting

After click "PoE">"PoE Setting", user can make PoE settings in followed screen:
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pinformation & Status
p Network Admin

Power Over Ethernet Configuration

pPort Configure

Reserved Power determined by

= PoE

Power Management Mode

* Auto

* Actual Consumption

Manual

Reserved Power

= PoE Setting
= PoE Scheduling
= POE Status

pAdvanced Configure

Primary Power Supply [W]

p Security Configure

250

p Q0% Configure
pDiagnostics

PoE Port Configuration

PoE Power Supply Configuration

pMaintenance

Port | PoE Mode | Priority

Maximum Power [W] |

Description

B S R

<

PoE
PoE
PoE
PoE
PoE
PoE

T

<=

T

(Sl ]

(]

(Sl s ]

L

Al alala]la]l ] =
(]
T

=l o o

PnF v low v

oyl

Figure 4-1 PoE Setting Screen

Configuration object and description is:

Object

Reserved Power
determined by

Description

This switch supports 2 modes for reserved power determination.

Auto: Switch automatically assigned maximum power of switch port
according to detected PD class. About PD Class, please refer to the 802.3af /
802.3at definition.

Manual: Maximum reserved power of the port is customize by the user.

Power Management Mode

This switch supports 2 modes for Power Management.

1. Actual Consumption: In this mode, when the actual power consumption of
all the ports exceeds the switch’s power budget, the lowest priority port will be
shut down. If all ports have the same priority, then the maximum port number
would be shut down.

2. Reserved Power: In this mode, when the reserved power consumption of
all the ports exceeds the switch’s power budget, the port that connect to new
PD will not be enabled.

Primary Power Supply [W]

Users can set the maximum primary power of the whole switch. Default
setting is 370W.

PoE Mode

This switch support 802.3af(PoE) and 802.3at(PoE+) mode. Default setting is
802.3at.

Priority

Define the priority of the PoE port. Priority from low to high is Low, High,
Critical.

Maximum Power(W)

It is for define port's maximum Power when user set Manual as reserved
power determination mode.

Click "Save" to store and activate settings.
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PoE Status

4.2.

4.3.

On this page, the user can view the PoE status of all ports by clicking "PoE" > "PoE Status".

pinformation & Status

pNetwork Admin

pPort Configure
«PoE

= PoE Sefting
= PoE Scheduling
= PoE Status

pAdvanced Configure
» Security Configure
pQoS Configure

pDiagnostics
pMaintenance

Power Over Ethernet Configuration

Reserved Power determined by | * aygto

Power Management Mode

* Actual Consumption

Manual
Reserved Power

PoE Power Supply Configuration

Primary Power Supply [W]
250

PoE Port Configuration

Port | PoE Mode | Priority |

Maximum Power [W] |

Description

= s v <z v
1 |PoE v Low ¥
2 |PoE v Low ¥
3 |PoE v Low ¥
4 |PokE v Low ¥
5 |PoE v ow ¥
6 |PoE v Low ¥
7 |PokE v Low ¥

Figure 4-2 PoE Status Screen

4.3 PoE Scheduling

154
154
15.4
154
154
15.4
154

154

The series supports PoE scheduling, users can set the timing for PoOE reboot and enable/disable PoE on a time
schedule.

Click “PoE™> “PoE Scheduling”, as below:

pInformation & Status
»Network Admin
pPort Configure
+PoE

= PoE Setting

= POE Scheduling

" POE S1atls
» Advanced Configure
¥ Security Configure
»p Q0S5 Configure
pDiagnostics
»Maintenance

PoE Scheduling Configuration

Tips: You will need get the day of time updated(by SNTP) before PoE scheduling work as expectation

Port I Monday [ Tuesday [ Wednesday [ Thursday [ Friday’ I S:
| Stat | End | Stat | End | Start | End | Start | End | Stat | End | Start

= s M= A= v | L= M M= A= v | L= M= 1
1 |disabled ¥ | | disabled ¥ | |disabled ¥ | |disabled ¥ |disabled ¥ | |disabled ¥| | disabled ¥ | |disabled ¥ | |disabled ¥| |disabled ¥ | |disabled "
2 disabled ¥ | |disabled ¥ | |disabled ¥ |disabled v | |disabled ¥ | |disabled ¥ | |disabled ¥| |disabled ¥ |disabled v | |disabled °
3 |disabled ¥ disabled v disabled ¥ disabled ¥ disabled disabled disabled v disabled ¥ disabled ¥ disabled v disabled 1
4 | disabled ¥ disabled v disabled v disabled v disabled v disabled disabled v disabled v disabled v disabled v disabled 1
5 |disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled ¥ disabled 1
6 |disabled ¥ | | disabled v | |disabled ¥ | |disabled v | |disabled ¥ | |disabled ¥ | |disabled ¥ | |disabled ¥| |disabled ¥ | |disabled v | |disabled 1
7 |disabled v | |disabled ¥ | |disabled v | |disabled v | |disabled v | |disabled v | disabled ¥ | |disabled ¥ | |disabled ¥ |disabled v | |disabled »
8 | disabled ¥ disabled v disabled ¥ disabled ¥ disabled disabled disabled v disabled ¥ disabled ¥ disabled v disabled 1

Save || Reset

Figure 4.3PoE Scheduling

Instruction
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Cycle Selection range: Monday to Sunday.

Start Restoration for PoE, Time range: 00:00-24:00

End Time range: 00:00-24:00

5. Advanced Configure

5.1 VLAN

VLAN (Virtual Local Area Network) logically divides a LAN (Local Area Network) into multiple subsets, and each
subset forms its own broadcast domain. In short, VLAN is a communication technology that logically divides a
single physical LAN into multiple broadcast domains (VLANS). Hosts within a VLAN can communicate directly. But
VLAN groups cannot directly communicate with each other. So it will limit the broadcast packets within a VLAN.
Since it cannot directly access between VLAN groups, it improves network security.

Click "Advanced Configure">"VLANs"to see 802.1Q VLAN configuration screen as following:

y . .
AETOTEIE SRS Global VLAN Configuration
Network Admin

Allowed Access VLANs 1

¥ Port Configure
Ethertype for Custom S-ports | 2848
»PoE
[ ~Asvancedconigwre || Port VLAN Configuration
= MAC Table
Port Ingress Ingress Egress Allowed Forbidden

Port | Mode Port Type _g 3 9 9 .
»Port Isolation VLAN Filtering Acceptance Tagging VLANs VLANs
= Loop Protection © A 1< N <& RS v| 1
»Spanning Tree 1 |hccess v 1
- MEP 2 |iccess |w 1
=ERPS 3 boceszs v i
MIGMP Snooping 4 Aoceszs v 1
sLLDP 5 |Accesz w 1

Figure 5-1802.1Q VLAN Configuration Screen

Configuration object and description is:

Object Description

Here displays created VLAN ID. Itis 1 by default. If you want to create new VLAN, just
need to add VLAN ID here.

Ethertype for | This field specifies the ethertype/TPID (specified in hexadecimal) used for Custom S-
Custom S-ports | ports. The setting is in force for all ports whose Port Type is set to S-Custom-Port.

Allowed VLANs

The port mode (default is Access) determines the fundamental behavior of the port in
Mode question. A port can be in one of three modes as described below.
Whenever a particular mode is selected, the remaining fields in that row will be either
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grayed out or editable, depending on the mode.
Grayed-out fields show the value the port will receive when the mode is applied.

Access:
Access ports are normally used to connect to end stations. Access ports have the
following characteristics:

e Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by
default is 1

e Accepts untagged and C-tagged frames

e Discards all frames that are not classified to the Access VLAN

e On egress, all frames classified to the Access VLAN are transmitted untagged.
Other (dynamically added VLANS) are transmitted tagged

Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to
connect to other switches. Trunk ports have the following characteristics:

e By default, a trunk port is member of all VLANs (1-4094)

e The VLANS that a trunk port is member of may be limited by the use of Allowed
VLANs

e Frames classified to a VLAN that the port is not a member of are discarded

e By default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN)
get tagged on egress. Frames classified to the Port VLAN do not get C-tagged on
egress

e Egress tagging can be changed to tag all frames, in which case only tagged
frames are accepted on ingress

Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration
features. In addition to the characteristics described for trunk ports, hybrid ports have
these abilities:

e Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-
custom-tag aware

e Ingress filtering can be controlled

¢ Ingress acceptance of frames and configuration of egress tagging can be
configured independently

Port VLAN

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANS are in the range 1 through
4094, with the default being 1.

On ingress, frames are classified to the Port VLAN if the port is configured as VLAN
unaware, the frame is untagged, or VLAN awareness is enabled on the port, but the
frame is priority-tagged (VLAN ID = 0).

On egress, frames classified to the Port VLAN do not get tagged if the Eqress Tagging
configuration is set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and a Native VLAN
for ports in Trunk or Hybrid mode.

Port Type

Ports in hybrid mode allow changing the port type, that is, whether a frame's VLAN tag is
used to classify the frame on ingress to a particular VLAN and, if so, which TPID it reacts
to. Likewise, on egress, the Port Type determines the tag's TPID if a tag is required.

Unaware:
On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port
VLAN, and possible tags are not removed on egress.
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C-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID
embedded in the tag. If a frame is untagged or priority-tagged, it is classified to the Port
VLAN. If frames must be tagged on egress, they will be tagged with a C-tag.

S-Port:

On ingress, frames with a VLAN tag whose TPID is 0x8100 or 0x88A8 are classified to
the VLAN ID embedded in the tag. If a frame is untagged or priority-tagged, it is classified
to the Port VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.

S-Custom-Port:

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype
configured for Custom-S ports get classified to the VLAN ID embedded in the tag. If a
frame is untagged or priority-tagged, it is classified to the Port VLAN. If frames must be
tagged on egress, they will be tagged with the custom S-tag.

Ingress Filter

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have
ingress filtering enabled.

If ingress filtering is enabled (the checkbox is checked), frames classified to a VLAN that
the port is not a member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of
are accepted and forwarded to the switch engine. However, the port will never transmit

frames classified to VLANS that it is not a member of.,

Ingress
Acceptance

Hybrid ports allow changing the types of frames accepted on ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted.

Tagged Only
Only tagged frames are accepted on ingress. Untagged frames are discarded.

Untagged Only
Only untagged frames are accepted on ingress. Tagged frames are discarded.

Egress
Tagging

Ports in Trunk and Hybrid mode may control the tagging of frames on egress.

Untag Port VLAN
Frames classified to the Port VLAN are transmitted untagged. Other frames are
transmitted with the relevant tag.

Tag All
All frames, whether classified to the Port VLAN or not, are transmitted with a tag.

Untag All
All frames, whether classified to the Port VLAN or not, are transmitted without a tag.

This option is only available for ports in Hybrid mode.

Allowed VLANs

Ports in Trunk and Hybrid modes may control which VLANSs they are allowed to join.
Access ports can only be member of one VLAN, the Access VLAN.

The field's syntax is identical to the syntax used in the Enabled VLANS field. By default, a
Trunk or Hybrid port will become member of all VLANS, and is therefore set to 1-4094.
The field may be left empty, which means that the port will not become member of any
VLANS.

Forbidden
VLANSs

A port may be configured to never be member of one or more VLANS. This is particularly
useful when dynamic VLAN protocols like MVRP and GVRP must be prevented from
dynamically adding ports to VLANS.
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The trick is to mark such VLANs as forbidden on the port in question. The syntax is
identical to the syntax used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a member of all

possible VLANS.

Click "Save" to store and activate settings.

5.1. Port Isolation

Port isolation is for limiting data between ports. It is similar to VLAN, but more stricter.

5.1.1.Port Group

This switch supports port groups. Members of the port group can forward the date.

A

«

Note: a port can belong to multiple port groups. Data can be forwarded to any port that belongs to the

same port group.

After clicking "Advanced Configure">"Port Isolation">"Port Group", the following screen will appear for making
port group configuration.

YInformation & Status

¥ Network Admin

Port Group Membership Configuration

Auto-refresh []

¥ Port Configure

Port Members

Delete [PortGroupID [1]2[3[4]5]6][7[8][9[10][11]12]13]14]15]16[17[18]19]20]21]22]23]24] 25[26

YPoE

O

¥ Advanced Configure Delete

THEMMMEMMME
NooooooooMsMO0000000000000000

=MAC Table

= VLANS [

Add New Port Group

]

=Port Isolation
= Loop Protection

Figure 5-2 Port Group Configuration Screen

Configuration object and description is:

Description

Port Members

Check the corresponding box to set them as one port group.

Click "Add New Port Group" to create a new port group, "Delete" to remove the corresponding port group, and
"Save" to store and activate settings.
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5.1.2.Port Isolation

After clicking "Advanced Configure">"Port Isolation">"Port Isolation", the following screen will appear for making
port isolation configuration.

¥information & Status Port Isolation Configuration Auto-refresh []
»Network Admin
}Port Configure Port Number
1]2[3[a[5[6[7]8]9][10][11]12][13[14]15]16]17[18[19][20]21]22] 23] 24[ 25 26

»PoE 00000000 OO0MOO0O0O0O00O0O0O0O0O0O0O0ODNO
¥ Advanced Configure

= MAC Table

= VLANS

= Port Group

Figure 5-3 Port Isolation Configuration Screen

Configuration object and description is:

Description

Port Number |Check box to set corresponding port as port isolation, so that they can not forward data flow.

Click "Save" to store and activate settings.

5.2. STP

The Spanning Tree Protocol (STP) can be used to detect and disable network loops, and to provide backup links
between switches, bridges or routers. This allows the switch to interact with other bridging devices in your
network to ensure that only one route exists between any two stations on the network, and provide backup links
which automatically take over when a primary link goes down.

5.2.1. STP Bridge Settings

This page allows you to configure port STP settings. After Click "Advanced Configure">"Spanning Tree">"Bridge
Settings", followed screen will appear.
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pinformation & Status

» Network Admin STP Bridge Configuration
pPort Configure Basic Settings
L 2 Protocol Version RSTP v
wAdvanced Configure Bridge Priority 32768 -
= MAC Table -
SVLANS Forward Delay 15
»Port Isolation Max Age 20
» Loop Protection Maximum Hop Count | 20
w3panning Tree Transmit Hold Count | £
= Bridge Settings
= MSTI Mapping |
= MSTI Priorities
= CIST Ports Save || Reset
= MSTI Poris
pIFNC Profile
= MEP
= ERPS

pIGMP Snooping
pIPVE MLD Snooping
=« LLDOP
k Security Configure
Qo5 Configure
pDiagnostics
pMaintenance

Figure 5-4 Spanning Tree Configuration Screen
Configuration object and description is:

Object ‘ Description

Click the drop-down menu to select STP protocol version, including:
Protocol Version STP - Spanning Tree Protocol (IEEE802.1D);
RSTP - Rapid Spanning Tree Protocol (IEEE802.1w)

Controls the bridge priority. Lower numeric values have better priority. The bridge
Bridge Priority priority and the MSTI instance number, concatenated with the switch's 6-byte MAC
address, form a Bridge Identifier.

The forward delay setting range is from 4 to 30 seconds. The default value is 15

Forward Delay (4-30) seconds

The maximum age of the information transmitted by the Bridge when it is the Root

Max Age (6-40) Bridge. Valid values are in the range 6 to 40 seconds. The default value is 20.

This defines the initial value of remaining Hops for MSTI information generated at the
boundary of an MSTI region. It defines how many bridges a root bridge can distribute
its BPDU information. Valid values are in the range 6 to 40 hops.

Maximum Hop Count
(6-40)
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Transmit Hold Count (1- The number of BPDU's a bridge port can send per second.

10) BPDU's per second. Default value is 6 .

When exceeded,

transmission of the next BPDU will be delayed. Valid values are in the range 1 to 10

Click "Save" to store and activate settings.

5.2.2.MSTI Mapping

Users can set the mapping, click “Advanced Configure” “Spanning Tree” > “MSTI Mapping”.

pInformation & Status

» Network Admin MSTI Configuration

»Port Configure Add WLAMs separated by spaces or comma.
-:z.gianced T Unmapped VLANSs are mapped to the CIST. (The default bridge instance).
aVLAMNS
»Part Isolation Configuration Name b0-1c-91-02-11-15
» Loop Protection Configuration Revision | 0
w5Spanning Tree
= Bridge Settings MSTI Mapping
= MSTI Mappin
= MSTI Prisrﬁiei MSTI | VLANs Mapped
= CIST Ports MSTI
= MSTI Ports P
HIFMC Profile MSTI2
= MEP P
1= MSTI3
pIGMP Snooping P
PG MLD Snooping MSTI4
aLLDP P

Figure 5-3-2 MSTI Mapping Setting

Configuration Instruction

Object Instruction

Set domain name of MSTP

Configuration Name

Configuration Revision Set Configuration Revision

MSTI Mapping Input the VLAN that need mapping

Click “Save” to enable your settings.

‘b\‘

looped network when setting MSTP

5.2.3. MSTI Priorities

Users can set MSTI priorities, click “advanced configure”>“Spanning Tree”>“MST] Priorities.”

Note: Please set the same value for the configuration name and configuration revision of all switches in the
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pInformation & Status . .
MSTI Configuration
¢ Network Admin g

pPort Configure MSTI Priority Configuration

hPOE MSTI | Priority

+ Advanced Configure - - v
= MAC Table

. CIST | 32763 ~

pPaort Isolation MSTI1 | 32768 ¥

= Loop Pratection MSTIZ | 32765 ¥

w3Spanning Tree MSTI3 | 32768 -

= Bridge Settings MSTI4 | 32762 +

:mms“ il MSTI5 | 32768 v

« CIST Poris MSTIE | 32768 -

» MSTI Paorts MSTIT | 32763 v

5-3-3 MSTI Priorities Setting

Configuration Instruction

Instruction

MSTI Priorities Set the priority, value ranges : 0-61440

Click “Save” to enable your settings.

Note: The priority value must be in multiples of 4094, in the range of 0-61440
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5.2.4.STP Bridge Port

After clicking "Advanced Configure">"Spanning Tree">"Bridge Ports", the following screen will appear.

¥Iinformation & Status
»Network Admin

¥ Port Configure

STP CIST Port Configuration

m C|ST Aggregated Port Configuration
STP Restricted Point-to-
2 Port Path Cost Priority | Admin Edge | Auto Edge BPDU Guard .
PoE Enabled ty 9 9 [Role [TCN point
- buto v 128 w Non-Edge O O O Forced True
= MAC Table
" VLANS B C|ST Normal Port Configurati
+Port Isolation o cno annguration — I
s . estricte oint-to-
= Port Group Port Path Cost Priority | Admin Edge | Auto Edge BPDU Guard .
) Enabled Role [ TCN point
=Port Isolation
= Loop Protection ) < o © & | o O O O < i
1 buto v 128 w Non-Edge O O O buto v
= Bridge Settings 2 buto v 128 w Non-Edge O O O Auto v
= Bridge P ort:
3 buta 128 w Non-Edge O O O buto
= MEF
«ERPS 4 futa 128 w Non-Edge w O O O buto

Figure 5-5 STP Configuration Screen

Configuration object and description is:

Object

STP Enabled

Description

Check to enable the STP function.

Path Cost(0=Auto)

Controls the path cost incurred by the port. The Auto setting will set the path cost based
on the physical link speed, using the 802.1D recommended values. Using the Specific
setting, a user-defined value can be entered. The path cost is used when establishing the
network's active topology. Lower-path-cost ports are chosen as forwarding ports over
higher-path-cost ports. Valid values are in the range 1 to 200000000.

Priority

Controls the port priority. This can be used to control the priority of ports having identical
port costs. (See above).

Auto Edge

Check the box to set the corresponding port as Auto Edge.

Restricted Role

Check the box to set the corresponding port as Restricted Role

Restricted TCN

Check the box to set the corresponding port as Restricted TCN

BPDU Guide

Check the box to enable BPDU Guide. So when port receives BPDU reception, it will turn
to Disable(Shut Down) status.

Point-to-point

Controls whether the port connects to a point-to-point LAN rather than a shared medium.
This can be automatically determined, or forced to be either true or false. Transition to
the forwarding state is faster for point-to-point LANs than for shared media.(This applies
to physical ports only. Aggregations are always forced Point2Point.

Click "Save" to store and activate settings.
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5.2.5.MSTI Ports
Users can set MSTI ports, click “ Advanced Configure”>“Spanning Tree”>“MSTI Ports.”

ymlommation & Sintus MST1 MSTI Port Configuration

» Network Admin
» Port Configure MSTI Aggregated Ports Configuration
»PoE Port | Path Cost [ Priority
wAdvanced Configure o = 128 v
=« MAC Table
= VLANS -
»Port Isolation MSTI Normal Ports Configuration
= Loop Protection Port | Path Cost | Priority
wSpanning Tree r | v <> v
= Bridge Settings
« MSTI Mapping 1 |Auto v 128 ¥
= MSTI Priorities 2 | Auto v 128 v
s CIST Ports 3 | Auto v 128 v
- MSTI Ports T~

Figure 5-3-5 MSTI Ports Setting

Configuration Instruction

Object Instruction

Used to define a metric, representing the associated overhead of forwarding packets
to a specified port list. The port overhead can be automatically set or set to a metric
value. The default value is 0 (automatic). The lower the number, the more likely it is to
select the port to forward the packet.

Path Cost Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using
the Specific setting, a user-defined value can be entered. The path cost is used when
establishing the network's active topology. Lower path cost ports are chosen as
forwarding ports in favor of higher path cost ports. Valid values are in the range 1 to
200000000.

When the port's path overhead is the same, the priority is used to decide the forwarding

Priority state of the port.

5.3. MAC Address Table

This page allows you to configure MAC address table settings. After clicking "Advanced Configure">"Mac Table",
the following screen will appear.

- LinkPower™ Switch Web Management User Manual



Switch Web Management User Manual V2.2

¥Information & Status

¥ Network Admin

MAC Address Table Configuration

Aging Configuration

¥ Port Configure

»PoE Disable Automatic Aging |[]

¥ Advanced Configure Aging Time 300 seconds
= MAC Table

= \LANS
FFortIsolation

= Loop Protection
FSpanning Tree

= MEP
=ERPS
MIGMP Snooping

=LLDP

¥ Security Configure
»QoS Configure
¥ Diagnostics

» Maintenance

MAC Table Learning

Port Members
1J2[3[4]5]6]7]e]o[10]11]12][13][14[15]16]17[18[19]20]21] 22[ 23] 24] 25] 26
Auto G EEEEEEEEEEEEEEEEEEEREEEEOE®
Disable O COCOQOOOQCOOO0OOO0O0C0QO000O00O0OOO0OOOO
Secure O OO0 C0OQCCO0C0O0O0000CO0O00CO0OQ0O0OCQO0OC0

Static MAC Table Configuration

Port Members

Delete [VLANID|[ MACAddress [1]2[3]4[s5[6][7]s]9]10]11]12]13[1a[15[16]17]18]19]20]21]22]23]24]25]26

Delets 1 so-oo-0o-00-00-00 (OO0 OMOO0O0OOOOOOOOOOOOOOO0O0000n

[ bdd New Static Entry ]

Figure 5-6 MAC Address Table Configuration Screen

Configuration object and description is:

Object

Disable
Automatic Aging

‘ Description

If the box is checked, then the automatic aging function is disabled.

The time after which a learned entry is discarded .

Aging Time Range: 10-1000000 seconds;
Default: 300 seconds.
This switch supports 3 types for MAC Table Learning
MAC Table 1. Auto: port will auto learn Mac address.
Learning 2. Disable: port will NOT learn MAC address.

3. Secure: port only forward data of configured static MAC address.

Static MAC Table
Configuration

The static entries in the MAC table are shown in this table. Click "Add New Static Entry"
to create a new record.

Click "Save" to store and activate settings.

5.4. IGMP Snooping

Internet Group Management Protocol (IGMP) lets hosts and routers share information about multicast group
memberships. IGMP snooping is a switch feature that monitors IGMP messages and copies them to the CPU for
processing. The overall purpose of IGMP Snooping is to limit the forwarding of multicast frames to only ports that
are members of the multicast group.
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5.4.1.Basic Configuration

After clicking "Advanced Configure">"IGMP Snooping">"Basic Configuration”, the following screen will appear.

pInformation & Status
pNetwork Admin
pPort Configure
»PoOE
w Advanced Configure
= MAC Table
n W LAMNS
pPart Isolation
= Loop Protection
pSpanning Tree
w|PMC Frofile
= Profile Table
= Address Entry
= VIEP
= ERPS
»|GMF Snooping

= Basic
Configuration

wWLAMN
Configuration

= Port Filtering
Prafile

IGMP Snooping Configuration

Global Configuration

Snooping Enabled

Unregistered IPMCwv4 Flooding Enabled  1#

Port Related Configuration

Port | Router Port | Fast Leave | Throttling |

0w 20 = N R L R —

—

< v
unlimited
unlimited *
unlimited »
unlimited ¥
unlimited »
unlimited
unlimited *
unlimited »
unlimited

unlimited ¥

Figure 5-7 IGMP Snooping Basic Configuration

Configuration object and description is:

Object ‘

Snooping Enabled

Description

Enable or disable the IGMP snooping. The default value is "Disabled".
Enable: check the box; Disable: do not check the box.

Unregistered IPMCv4
Flooding Enabled

Check the box to enable unregistered IPMCv4 Flooding

Router Port

Specify which ports act as router ports. A router port is a port on the Ethernet
switch that leads towards the Layer 3 multicast device or IGMP guerier.

If an aggregation member port is selected as a router port, the whole aggregation
will act as a router port.

Fast Leave

Fast leave performs deleting MAC forward entry immediately upon receiving
message for group de-registration

Click "Save" to store and activate settings.

5.4.2.1IGMP Snooping VLAN Configuration

After Click "Advanced Configure">"IGMP Snooping">"VLAN Configuration", followed screen will appear.
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kinformation & Status

R —— IGMP Snooping VLAN Configuration Refresh |[ 1<< |[ >>

[ ETHHET I Start from WLAN |1 with |20 entries per page

»PoE

~Advanced Configure VLAN Snooping Querier Querier e Ql QRI (0.1 LLQl (0.1 URI
« MAC Table ‘ 2EEE ‘ 1D Enabled Election Address Compatibility | PRI | RV (sec) sec) sec) (sec)

=V ANS
»Port Isolation
= Loop Protection
»Spanning Tree
wI|PMC Profile
= Profile Table
= Address Entry
= MEP
=ERFS
»|GMP Snooping
= Basic

f“nnﬁr:l iratinn,
nWVLAN

Configuration
(Port Filtering

Add New IGMP VLAN

Save | Reset

Figure 5-7 IGMP Snooping VLAN Configuration

Configuration object and description is:
Object ’ Description

Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP

Snooping Enabled Snooping.

Enable joining the IGMP Querier election in the VLAN. Disable to act as an IGMP

uerier Election .
Q Non-Querier.

Define the IPv4 address as the source address used in the IP header for IGMP
Querier election. When the Querier address is not set, the system uses the IPv4
management address of the IP interface associated with this VLAN. When the
IPv4 management address is not set, the system uses the first available IPv4
management address. Otherwise, the system uses a pre-defined value. By
default, this value will be 192.0.2.1.

Querier Address

Click "Save" to store and activate settings.

5.4.3. Port Filtering Profile

Set Port filtering profile, click “Advanced Configure”>“IGMP Snooping”>“Port Filtering Profile.”
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rinformation & Status
pNetwork Admin

IGMP Snooping Port Filtering Profile Configuration

»Port Configure Port | Filterina Profile |
kPoE 1 4 zubo ¥
v Advanced Configure 2 - v
= MAC Table 3 - ¥
o WLANS 4 - v
pPort Isolation 5 - v
= Loop Protection 5 - v
pSpanning Tree 7 - _ v
w|FMC Frofile g - _ -
= Profile Table g R r
= Address Entry 10 - : v
= WIEP
= ERFS

Save || Reset

»|GMF Snooping

= Basic

Configuration

nWVLAN

Configuration
= Port Filtering

Frafile

Configuration Instruction

Figure 5-5-3 Port Filtering Profile Setting

Object Instruction

VLAN ID

Enable Snooping

Enable the per-VLAN IGMP Snooping. Up to 32 VLANS can be selected for IGMP Snooping.

Querier (Querier

Election)

Enable joining the IGMP Querier election in the VLAN. Disable to act as an IGMP Non-
Querier.

Querier (Querier
Address)

Define the IPv4 address as the source address used in the IP header for IGMP Querier
election.

When the Querier address is not set, the system uses the IPv4 management address of the
IP interface associated with this VLAN.

When the IPv4 management address is not set, the system uses the first available 1Pv4
management address.

Otherwise, the system uses a pre-defined value. By default, this value will be 192.0.2.1.

Click “Save” to enable your setting.

5.5. IPMC Profile

Users can set the filter multicast list, Click “Advanced Configure” > “IPMC Profile” > “Address Entry”
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kiInformation & Status

o —— IPMC Profile Address Configuration

Refresh |== >

»Port Configure Navigate Address Entry Setting in IPMC Profile by |20 entries per page.

pPoE

v Advanced Configure Delete | Entry Name | Start Address [ End Address
= MAC Table 1 225123 2251.24
s WLANS

»Port Isolation
= Loop Protection
pSpanning Tree Save | Reset
«IPMC Profile

= Profile Table

= Address Entry

Add New Address (Range) Entry

Configuration Instruction

Instruction

Entry Name

Input the name of the group to be filtered

Start Address

Input the start group address

End Address

Input the end group address

Click “Save” to enable your setting.

Bind the filter multicast list, click “Advanced Configure”>“IPMC Profile”>“ Profile Table

pInformation & Status
pMNetwork Admin

¥ Port Configure Profile Name & Index | Entry Name | Address Range | Action | Log |
v PoE 2ubo 1 1v| 225123~225124 [Permit v| [Enable v %
» POE Sefting

IPMC Profile [zubo] Rule Settings (In Precedence Order)

» PoE Scheduling
» POE Status
w Advanced Configure
= WAC Table
s VLANS
pPort Isolation
» Loop Protection
pSpanning Tree
w|FMC Profile
= Profile Table
= Address Entry
=« MEP
=ERPS
IGMP Snooping
MIPVE MLD Snooping
= LLDP
» Security Configure
pQo0S Configure
pDiagnostics
pMaintenance

Add Last Rule

Commit || Reset

Figure 5-6 IGMP Snooping Setting

Instruction
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Entry Name Choose created Address Entry by dropping down the menu.
Action Choose Deny / Permit
Log Enable / Disable

5.6. IPV6 MLD Snooping

IPV6 MLD Snooping is a multicast management and control mechanism working on the Layer 2 Ethernet switch

When enabling IPv6 MLD Snooping, the switch receives IPv6 MLD messages on each interface to establish the
interface-to-multicast group address mapping, and, according to the established mapping, forwards multicast

data flows.

5.6.1.Basic Configuration

Click “Advanced Configure”>“|IPv6 MLD Snooping”>“Basic Configuration”, to check the configuration information
of IPv6 MLD Snooping.

pInformation & Status

» Network Admin MLD Snooping Configuration

»Port Configure Global Configuration
»PoE Sncoping Enabled
w Advanced Configure Unregistered IPMCv6& Flooding Enabled |+
= MAC Table MLD SSM Range ffae: 198
= WLANS Leave Proxy Enabled
»Fort solation Proxy Enabled
» Loop Protection
»Spanning Tree FOIT related Lonriguration
IPMC Profil g
v rore Port | Router Port | Fast Leave | Throttling |
= Profile Table - - v
» Address Entry
«MEP 1 unlimited ¥
= ERFS 2 unlimited ¥
HIGMP Snooping 3 unlimited ¥
hg! VG MLD Snooping 4 unlimited ¥
= Basic r —
Configuration 5 unlimited ¥
= VLAN 6 unlimited v
Configuration 7 unlimited ¥
-Erncrl'}illznerlng 8 unlimited ¥
«LLDP 9 unlimited ¥
» Security Configure 10 unlimited ¥

pQ05% Configure
pDiagnostics
pMaintenance

Save || Reset

Figure 5-7-1 IGMP Snooping Basic Setting
Configuration Instruction
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Instruction

Snooping Enable Enable/ Disable IGMP Snooping

Unregistered IPMCv6
Flooding Enable

Specify which ports act as router ports. A router port is a port on the Ethernet switch that
connects to the Layer 3 multicast device or MLD querier._

If an aggregation member port is selected as a router port, the whole aggregation will act as a
Router Port router port.

Fast leave performs deleting the MAC forward entry immediately upon receiving a message
Fast leave for group de-registration

Click “Save” to enable your setting.
5.6.2.VLAN Configuration

Click “Advanced Configure”>“IPv6 MLD Snooping”>“VLAN Configuration”, to check the configuration information

of IPv6 MLD Snooping.

pinformation & Status

S ———— MLD Snooping VLAN Configuration Refresh || |<= || »»
»Port Configure Start from VLAN |1 with 20 entries per page
pPOE
v Advanced Configure [ Delete [ VLAN ID | Snooping Enabled | Querier Election | Compatibility [ PRI [ RV | QI (sec] | QRI (0.1 sec) [ LLQI (0.1 sec) [ URI (sec) |
= MAC Table
“VLANS Add New MLD VLAN
pPort Isolation
Save || Reset

= Loop Protection
pSpanning Tree
HPMC Profile
=MEP
=ERPS
MIGMP Snooping
A(IPV6 MLD Snooping |
= Basic
Configuration
= VLAN
Configuration

= Port Filtering
Profile

=LLDP
» Security Configure
» QoS Configure
rDiagnostics
»rMaintenance

Figure 5-7-2 IPV6 MLD Snooping Setting

Configuration Instruction

Instruction

VLAN ID

Snooping Enable Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier (Querier

Election) Enable to join MLD Querier election in the VLAN. Disable to act as an MLD Non-Querier.
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Click “Save” to enable your setting.

5.7.ERPS

ERPS (Ethernet Ring Protection Switching) integrates the OAM function and APS protocaol. If the ring network
was accidentally interrupted, fault recovery times could be less than 50ms, quickly bringing the network back to
normal operation. ITU-T G.8032 is the first industry standard for ERPS.

5

‘\_ Note: Before enabling ERPS, the STP of the ring port should be disabled.

After clicking "Advanced Configure">"ERPS ", the following screen will appear.

information & Status

¥ Hetwork Admin

Ethernet Rapid Ring Protection Switching

> port Configure Delete | Ring ID | East Port | West Port | Ring Type [ Interconnected Node | Major RRing ID | Alarm
O 1 1 2 Major Mo 1
YPoE 2 1 1 Sub v Ol ®
¥ Advanced Configure
= MAC Table [ Add New Eing Group ] [ Save ] [ Feszet ]
= VLANS

»Port Isolation

= Loop Protection
FSpanning Tree

= MEP

sERPS

MGMP Snooping

Figure 5-8EPRSConfiguration

Configuration object and description is:

Object Description

Ring ID ERPS Ring ID
East Port The number of ports that participate in this Ring protection.
West Port Number of the other port which participate in this Ring protection.
Available selection: "Major Ring" or "Sub Ring".
Ring Type Only in the case of a Multi Ring application, "Sub Ring" is required to configure.

Default Ring Type: "Major Ring". Only if there is a multi-ring application is it required
to set.

Interconnected Node

In a Multi Ring application, an Interconnected Node is the node that connects 2 or
more rings.

Major Ring ID

In a Single Ring application, the Major Ring ID is the same as the Ring ID.
In a Multi Ring application, the Sub Ring has to be typed as Major Ring ID.

R-APS VLAN(1-4094)

Define VLAN for R - APS VLAN.
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Click "Add New Ring Group" to create a new ERPS ring application.

Click "Save" to store and activate settings.

After clicking the number under "Ring ID", it will go to the page for Ring Configuration as followed screen:

3 i R .
T REI SR Rapid Ring Configuration 1 Auto-refresh [

¥ Network Admin
Instance Data

Y Port Configure
YPoE Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP | Ring Type
1 1 2 1 2 1 2 Major Ring
¥ Advanced Configure
IR TELE Instance Configuration
" VLANS
pacnEslany Configured | WTR(Wait to Restore) Time | Revertive | VLAN config
=Loop Protection Imin | VLAN Config
FSpanning Tree
=MEP RPL Configuration
=ERPS
MIGMF Snooping RPL Role | RPL Port | Clear
=LLDP None + || Hone v O
¥ Security Configure
e e Instance State
YDy ti
tagnosties Protection | East | West | Transmit 'f::;:':: V;'::;:: WTR | RPLUn- | NoAPS EBBSIL'::" w:;:,::" FOP
P Maint ini i
aintenance State | Port | Port | APS APS APS Remaining | blocked | Received | o | o | Alarm
Protected SF Ok SF BPRO 0 . Blocked Unblocked

Figure 5-9EPRS Ring Configuration

The configuration object and description are:
Object ’ Description

Click the drop-down menu to select the WTR time for R-APS,
Available selection: 1-12min
Default: 1 min

WTR(Wait to
Restore) Time(1-12)

Revertive Check to enable the Revertive status of R-APS.

VLAN config After clicked "VLAN config ", it will go the page of Rapid Ring VLAN Configuration.

RPLRole Click drop-down menu to select "None”, "RPL Owner", or "RPL Neighbor" role.

RPL Port Click drop-down menu to select "None", "East Port", or "West Port".

Click "Save" to store and activate settings.

After clicking VLAN config ", it will go the page of Rapid Ring VLAN Configuration as follows:
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Pinformation & Status Rapid Ring VLAN Configuration 1
FNetwork Admin

Delete | VLAN ID
*Port Configure 0 ]
PPoE
~ Advanced Configure | 4dd New Entry ||[Back |
n MAC Tahle

Figure 5-10 Rapid Ring VLAN Configuration

Click "Add New Entry" to create a new entry. Click "Save" to store and activate settings.

5.8. LLDP

Link Layer Discovery Protocol (LLDP) is used to discover basic information about neighboring devices on
the local broadcast domain. LLDP is a Layer 2 protocol that uses periodic broadcasts to advertise
information about the sending device. Advertised information is represented in Type Length Value (TLV)
format according to the IEEE 802.1ab standard, and can include details such as device identification,
capabilities, and configuration settings. LLDP also defines how to store and maintain information gathered
about the neighboring network nodes it discovers.

After Clicking "Advanced Configure">"LLDP" , the following screen will appear.

Finformation & Status LLDP Configuration

}Network Admin
LLDP Parameters

} Port Configure
¥ PoE Tx Interval |30 seconds
~ Advanced Configure Tx Hold 4 times

= MAC Table Tx Delay |2 seconds

=VLANSs Tx Reinit |2 seconds

»FPort Isolation

= Loop Protection LLDP Port Configuration

kSpanning Tree

=MEP Optional TLVs

=ERPS Port Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr

MGMP Snooping o v

=LLDP 1 |Disabled »
¥ Security Configure 2 |Diszabled w
Y QoS Configure 3 |Disabled
, 4 [Dizabled »

Diagnostics 5 [Disabled v

»Maintenance 6 |Disabled «

Figure 5-9 LLDPConfiguration Screen

Configuration object and description is:

Description

Here allows the user to inspect and configure the current LLDP port settings:

LLDP Parameters . .
> Tx Interval: Transmission Interval Time
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» Tx Hold: Hold time Multiplier
» Tx Delay: Transmit Delay Time
» Tx Remit: Transmit Remit Time

Select LLDP messages transmit and receive modes for LLDP Protocol Data

Mode Units. Options are Tx only, Rx only, Enabled, and Disabled.

To configure the information included in the TLV field of advertised messages.
When followed option is checked, corresponding information will be included in
LLDP information transmitted.

» Port Descr: Port Description

Sys Name: System Name

Sys Descr: System Description
Sys Capa: System Capability
Mgmt Addr: Management Address

Optional TLVs

Y V V VY

Click "Save" to store and activate settings.

5.9. Loop Protection

Loop protection is to avoid broadcast loops. After clicking "Advanced Configure">"Loop Protection”, the following
screen will appear.

> - . .
R L Loop Protection Configuration

Fetwork Admin

¥ Port Configure mm General Settings
R Global Configuration
PoE . -
Enable Loop Protection | Dizable
¥ Advanced Configure Transmission Time ] secands
e Shutdown Time 180 secands
nY/LANS

FFort Isolation

P
= Loop Protection T
. Port | Enable Action Tx Mode

kSpanning Tree

o e vl v
=IEP

1 F Shutdown Port + ||Enable
=ERPS ;
PIGMP Snooping 2 [F] Shutdown Port and Log || Dizable
«LLOP 3 F Log Only w || Enable |+

Figure 5-10 Loop Protection Configuration Screen

Configuration object and description is:
Object \ Description

Enable Loop Protection: click the drop-down menu to enable or disable Loop
Protection.

Transmission Time: enter a number to set the Loop Protection Interval Time.
Shutdown Time: enter a number to set the port Shutdown Time.

Global Configuration

Enable Check to enable the corresponding port loop protection.
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Action Action take when the port detected loop. There are 3 types of action for users to
select, Shutdown port, Shutdown port and Log, Log Only.
Tx Mode To enable or disable Tx.

Click "Save" to store and activate settings.

6. 6. QoS Configure

Quality of Service (QoS) is an advanced traffic-prioritization feature that allows you to control network traffic. QoS
enables you to assign various grades of network service to different types of traffic, such as multimedia, video,
protocol-specific, time-critical, and file-backup traffic. This function n can not only reserve bandwidth, but also limit

other traffic that is not so important.

6.1. QoS Port Classification

After clicking "QoS Configure">"Port Classification”, the following screen will appear.

3 i o
Information & Status QoS Ingress Port Classification

* Network Admin

Port | CoS | DPL | PCP | DEI | Address Mode

¥ Port Configure n
L A N A O B L"
Y PoE 1 |0 % |0 = | |0 % |1 % |Source v
 Advanced Configure 2 |1 %] |1 %| |1 » |0+ | Destination «
’Securitjr{iﬂnﬁgure 3 |2 | 0w 2w | [0 w Source v
4 |3 | |0 % |3 % |0 % Destination »

™ Qo5 Configure

-« Port Classification 5 |4 | |0 %| |4 | |0 % |Source w
= Port Policing B |5 % |0 %| |5 | |0 % |Source w
= Part Scheduler T |6 % |0 %| |6 | |0 % |Source v
= Port Shaping B [T % [0 % |T s |0 % | Source v

Figure 6-1 Port Classification Configuration Screen

The configuration object and description are:

Description

Controls the default class of service, ranging from 0 (lowest) to 7 (highest).

CoS All frames are classified to a CoS. There is a one to one mapping between CoS,
gueue and priority. A CoS of 0 (zero) has the lowest priority
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The classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual default CoS is
shown in parentheses after the configured default CoS.

Controls the default drop precedence level.
DPL All frames are classified to a drop precedence level.
The classified DPL can be overruled by a QCL entry.

Controls the default PCP value.
All frames are classified to a PCP value.

PCP If the port is VLAN aware and the frame is tagged, then the frame is classified to the
PCP value in the tag. Otherwise the frame is classified to the default PCP value.
Controls the default DEI value.

DE| All frames are classified to a DEI value.

If the port is VLAN aware and the frame is tagged, then the frame is classified to the
DEI value in the tag. Otherwise the frame is classified to the default DEI value.

The IP/MAC address mode specifying whether the QCL classification must be based
on source (SMAC/SIP) or destination (DMAC/DIP) addresses on this port. The
Address Mode |allowed values are:

Source: Enable SMAC/SIP matching.

Destination: Enable DMAC/DIP matching.

Click "Save" to store and activate settings.

6.2. Port Policing

After clicking "QoS Configure">"Port Policing", the following screen will appear.

3 : .
TITTEETT L ST QoS Ingress Port Policers

*Hetwork Admin

Port | Enabled | Rate | Unit | Flow Control

* Port Configure
O B0l (<> O
¥ Pok 1 500| [kbps
}advanced Configure 2 O BO0| | Mbps O
¥ Security Configure 3 B00| |fps
‘ ¥ QoS Configure | 4 O 500 |kfps = ]
= Port Classification z L 500| | kbps O
= Port Policing B [FI 800 |kbps w i

Figure 6-2 Port Policing Configuration Screen

The configuration object and description are:

Object ‘ Description
Enabled Check the box to enable Port Policing.

Controls the rate for the policer. The default value is 500. This value is restricted to
Rate 100-1000000 when the "Unit" is "kbps" or “fps”, and it is restricted to 1-3300 when the
"Unit" is "Mbps" or "kfps".

Controls the unit of measure for the policer rate as kbps, Mbps, fps or kfps . The

Unit default value is "kbps".
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Flow Control

If flow control is enabled and the port is in flow control mode, then pause frames are
sent instead of discarding frames.

Click "Save" to store and activate settings.

6.3. Storm Control Configuration

After clicking "QoS Configure">"Storm Control”, the following screen will appear.

3 : .
Information & Status Storm Control Configuration

P Network Admin

Frame Type | Enable | Rate (pps)
Fport Configure Unicast | O | 1
nicas w

Y PoE Multicast 1024K v
* Advanced Configure Broadcast Ldl 208K v
* Security Configure
Qo5 Configure

= Port Classification

= FPort Policing

= Port Scheduler

= Port Shaping

= 303 Control List
= Starm Contral |

Figure 6-3Port PolicingConfiguration Screen

Configuration object and description is:

Object ‘ Description
Frame Type This switch supports 3 kinds of Frame Type: Unicast, Unknown Multicast, Broadcast.
Enable Check the box to enable Storm Control.
Rate (pps) The rate unit is packets per second (pps). Valid values are:1, 2, 4, 8, 16, 32, 64, 128,
256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or 1024K..

Click "Save" to store and activate settings.

7. Security Configure

7.1. Password

To change the system login password of the switch, please click "Security Configure">"Password".
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*Information & Status System Password

*Network Admin

Old Password

*Port Configure
New Password

»PoE
Confirm New Password

* pdvanced Configure

¥ Security Configure Sawve |

= 35H
=HTTPS
= Paort Security Limit

Figure 7-1 System Password Configuration Screen

Click "Save" to store and activate settings.

7.2. 802.1X

In the 802.1X-world, the user is called the supplicant, the switch is the authenticator, and the RADIUS server is the
authentication server. The switch acts as the man-in-the-middle, forwarding requests and responses between the
supplicant and the authentication server. Frames sent between the supplicant and the switch are special 802.1X
frames, known as EAPOL (EAP over LANSs) frames. EAPOL frames encapsulate EAP PDUs (RFC3748). Frames
sent between the switch and the RADIUS server are RADIUS packets.

RADIUS packets also encapsulate EAP PDUs along with other attributes, such as the switch's IP address, name,
and the supplicant's port number on the switch. EAP is very flexible, as it supports different authentication methods,
such as MD5-Challenge, PEAP, and TLS. The important thing is that the authenticator (the switch) doesn't need
to know which authentication method the supplicant and the authentication server are using, or how many
information-exchange frames are required for a particular method. The switch simply encapsulates the EAP portion
of the frame in the appropriate type (EAPOL or RADIUS) and forwards it.

When authentication is complete, the RADIUS server sends a special packet indicating success or failure. In
addition to forwarding this decision to the supplicant, the switch uses it to open or block traffic on the port connected
to the supplicant.

The IEEE 802.1X standard defines a client-server-based access control and authentication protocol that restricts
unauthorized clients from connecting to a LAN through publicly accessible ports. The authentication server
authenticates each client connected to a switch port before making any services offered by the switch or the LAN
available.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol over LAN
(EAPOL)traffic through the port to which the client is connected. After authentication is successful, normal traffic
can pass through the port.
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This switch supports 802.1X port-based authentication. In this page, user can configure 802.1X. After click "Security

Configure">"802.1X", followed screen will appear.

information & Status
Fetwork Admin
¥Port Configure

FpoE

Fpdvanced Configure

|"Securit3.r Configure |

= Password
= 55H
s HTTPS
n Port Security Limit

= 302.1X

PACL
POHCF

HIPEMAC Source
Guard

FARF Inspection
B AAA

Network Access Server Configuration

System Configuration

Mode Dizabled w
Reauthentication Enabled | []
Reauthentication Period seconds
EAPOL Timeout i seconds
Aging Period 300 seconds
Hold Time 10 seconds

Port Configuration

Port Admin State Port State Restart

e v

1 |Force Authorized  » | Globally Disabled
2 |Force futhorized  « | Globally Disabled
3 |Force Authorized | Globally Disabled
4

Force Authorized +| Globally Disabled

Figure 7-2 802.1XConfiguration Screen

Configuration object and description is:

Object

System
Configuration

Description

Here, user can enable or disable 802.1X or Re-authentication, as well as set Re-
authentication Period / EAPOL Timeout / Aging Period / Hold Time

Port Configuration

Click drop-down menu to select a Admin State. Available options: Force Authorized,
Force Unauthorized, 802.1X, Mac-based Auth.

Click "Save" to store and activate settings.
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7.3. AAA
7.3.1.RADIUS

The user can configure RADIUS. After clicking "Security Configure">"AAA">"RADIUS", the following screen will
appear.

pInformation & Status

e ——— RADIUS Server Configuration

»Port Configure Global Configuration
»PoE _
»Advanced Configure Timeout |5 |seconds
+ Security Configure Retransmit |3 |t|mes
= Users Deadtime | 0 | minutes
= Privilzge Levels Key | |
gy NASIP Address | | |
« Port Security Limit NAS-IPv6-Address | | |
= Access Management NAS ldentifier | |
n 802 1X . .
PACL Server Configuration
G | Delete | Hostname | Auth Port | Acct Port | Timeout | Retransmit | Key |
HPEMAC Source
2ol | Add New Server |
pARF Inzpection -
TAAA | Save || Reset |
= RADIUS
» TACACS+

p Q0% Configure
pDiagnostics
pMaintenance

Timeout is the number of seconds, in the range 1 to 1000, to wait for a reply from a

Timeout -
RADIUS server before retransmitting the request.

Retransmit is the number of times, in the range 1 to 1000, a RADIUS request is
retransmitted to a server that is not responding. If the server has not responded after
Retransmit the last retransmit it is considered to be dead.

Deadtime, which can be set to a number between 0 to 1440 minutes, is the period during
which the switch will not send new requests to a server that has failed to respond to a
previous request. This will stop the switch from continually trying to contact a server that
it has already determined as dead.

Setting the Deadtime to a value greater than 0 (zero) will enable this feature, but only if
more than one server has been configured.

Deadtime
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Key

The secret key - up to 63 characters long - shared between the RADIUS server and the
switch.

NAS-IP-Address
(Attribute 4)

The IPv4 address to be used as attribute 4 in RADIUS Access-Request packets. If this field
is left blank, the IP address of the outgoing interface is used.

NAS-IPv6-Address
(Attribute 95)

The IPv6 address to be used as attribute 95 in RADIUS Access-Request packets. If this
field is left blank, the IP address of the outgoing interface is used.

NAS-Identifier
(Attribute 32)

The identifier - up to 253 characters long - to be used as attribute 32 in RADIUS Access-
Request packets. If this field is left blank, the NAS-Identifier is not included in the packet.

Server Configuration

The table has one row for each RADIUS server and a number of columns, which are:

To delete a RADIUS server entry, check this box. The entry will be deleted during the next
Save.

Delete
The IP address or hostname of the RADIUS server.
Hostname
The UDP port to use on the RADIUS server for authentication. Set to 0 to disable
Auth Port authentication.
Acct Port The UDP port to use on the RADIUS server for accounting. Set to 0 to disable accounting
This optional setting overrides the global timeout value. Leaving it blank will use the
Timeout global timeout value.
This optional setting overrides the global retransmit value. Leaving it blank will use the
Retransmit global retransmit value.
This optional setting overrides the global key. Leaving it blank will use the global key.
Key
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Adding a New Server |Click to add a new RADIUS server. An empty row is added to the table, and the RADIUS
server can be configured as needed. Up to 5 servers are supported.
The button can be used to undo the addition of the new server.

Save Click to save changes.

Reset Click to undo any changes made locally and revert to previously saved values.

7.3.2.TACACS+

The user can configure TACACS+. After clicking "Security Configure">"AAA">"TACACS+", the following screen will
appear.

pinformation & Status
p Network Admin

TACAC S+ Server Configuration

»Port Configure Global Configuration
kPoE -
pAdvanced Configure Timeout |5 |59'3°”d5
w Security Configure Deadtime | 0 | minutes
= Lizers Key | |
= Privilege Levels . .
«SSH Server Configuration
s HTTPS
« Port Security Limit | Delete | Hostname | Port | Timeout | Key |
:g‘;;?; SRR | Add New Server |
ACL
‘ | Save || Reset |
pDHCF
HPEMAC Source
Guard
pARF Inspection
wAAA
= RADIUS
= TACACS+

p oS Configure
pDiagnostics
pMaintenance

Timeout is the number of seconds, in the range 1 to 1000, to wait for a reply from a
TACACS+ server before it is considered to be dead.

Timeout

Deadtime Deadtime, which can be set to a number between 0 to 1440 minutes, is the period during
which the switch will not send new requests to a server that has failed to respond to a
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previous request. This will stop the switch from continually trying to contact a server that
it has already determined as dead.

Setting the Deadtime to a value greater than 0 (zero) will enable this feature, but only if
more than one server has been configured.

Key

The secret key - up to 63 characters long - shared between the TACACS+ server and the
switch.

Server Configuration

The table has one row for each TACACS+ server and a number of columns, which are:

To delete a TACACS+ server entry, check this box. The entry will be deleted during the
next Save.

Delete
The IP address or hostname of the TACACS+ server.
Hostname
The TCP port to use on the TACACS+ server for authentication..
Port
This optional setting overrides the global timeout value. Leaving it blank will use the
Timeout global timeout value.
Key This optional setting overrides the global key. Leaving it blank will use the global key.

Adding a New Server

Click to add a new TACACS+ server. An empty row is added to the table, and the
TACACS+ server can be configured as needed. Up to 5 servers are supported.
The button can be used to undo the addition of the new server.

Save

Click to save changes.

Reset

Click to undo any changes made locally and revert to previously saved values.

7.4. DHCP Snooping

7.4.1.DHCP Overview

DHCP protocol is widely used to dynamically allocate reusable network resources, such as IP addresses. A
typical process of DHCP to obtain an IP address is as follows:
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DHCP Server

DHCP Client

Q )
N SR 1.DHCPDISCOVER T '
. 2. DHCPOFFER
*""""f""""""'éf'[':u'ﬁ{:'ﬁ'ﬁ"éiji_'l'éé? """"""""""""""""""""""""""""""""" ’

4 DHCPACK

DHCP Client sent a DHCP DISCOVER message to the DHCP Server. If the Client does not receive a response
from the server within a specified period, it will resend the DHCP DISCOVER message.

After receiving a DHCP DISCOVER message, the DHCP Server will assign a source address (IP address, for
example) to the client and then send a DHCP OFFER message to the DHCP Client.

After receiving a DHCP OFFER message, the DHCP Client sends a DHCP REQUEST to request a server lease
and notifies the other servers that it has accepted this server for address assignment.

After receiving a DHCP REQUEST, the server will verify whether the resource can be allocated. If OK, it will send
a DHCP ACK message; If not OK, it will send a DHCP NAK message. After receiving the DHCP ACK message,
start using the IP address assigned by the server. If it receives a DHCP NAK, the DHCP Client will resend the
DHCP DISCOVER message.

7.4.2. About DHCP Snooping

The addresses assigned to DHCP clients on insecure ports can be carefully controlled using the dynamic
bindings registered with DHCP Snooping. DHCP snooping allows a switch to protect a network from rogue DHCP
servers or other devices that send port-related information to a DHCP server. This information can be useful in
tracking an IP address back to a physical port.

Command Usage

» Network traffic may be disrupted when malicious DHCP messages are received from an outside source.
DHCP snooping is used to filter DHCP messages received on a non-secure interface from outside the
network or firewall. When DHCP snooping is enabled globally and enabled on a VLAN interface, DHCP
messages received on an untrusted interface from a device not listed in the DHCP snooping table will be
dropped

» Table entries are only learned for trusted interfaces. An entry is added or removed dynamically to the DHCP
snooping table when a client receives or releases an IP address from a DHCP server. Each entry includes a
MAC address, IP address, lease time, VLAN identifier, and port identifier.

» When DHCP snooping is enabled, DHCP messages entering an untrusted interface are filtered based upon
dynamic entries learned via DHCP snooping.

» If a DHCP packet from a client passes the filtering criteria, it will only be forwarded to trusted ports in the
same VLAN

» If a DHCP packet from a server is received on a trusted port, it will be forwarded to both trusted and
untrusted ports in the same VLAN.
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» If the DHCP snooping is globally disabled, all dynamic bindings are removed from the binding table.

7.4.3.DHCP Snooping Configure

After clicking Security Configure> DHCP> Snooping Setting, the following screen will appear.

b : . .
Information & Status DHCP Snooping Configuration
¥ Network Admin

Snooping Mude| Enabled =« |

¥Port Configure
»PoE
F Advanced Configure .
g Port Mode Configuration
¥ Security Configure
» Password Port | Mode
= 55H S L
*HTTP3 1 |Trusted
= Port Security Limit 2 [Untrusted «
= 8302 1X
bACL 3 | Trusted | w
4 |Trusted
-[DHCP
: 5 |Trusted  w
= 3nooping
Setting b |Untrusted w
= Snooping Table 7 | Trusted  w
'DEt?”?d 8 |Trusted  w
Statistics
MPEMAC Source I |Trusted &
Suard 10 | Trusted | w

Figure 7-3DHCP Snooping Configuration Screen

Configuration object and description is:

Object ‘ Description

DHCP Snooping Mode | Click drop-down menu to enable or disable DHCP Snooping

Indicates the DHCP snooping port mode. Possible port modes are:
Port Mode Trusted: Configures the port as trusted source of the DHCP messages.
Untrusted: Configures the port as untrusted source of the DHCP messages.

Click "Save" to store and activate settings.
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7.5. IP&MAC Source Guard

IP&MAC Source Guard is a secure feature that restricts IP traffic on DHCP snooping untrusted ports by filtering
traffic based on the DHCP Snooping Table or manually configured IP Source Bindings. It helps prevent IP
spoofing attacks when a host attempts to spoof another host's IP address.

7.5.1. Port Configuration

In this page, the user can make IP&MAC Source Guard Port Configuration. After clicking Security Configure> IP
& MAC Source Guard> Configuration, the following screen will appear.

8 ; .
Information & Status IP Source Guard Configuration

FHetwork Admin

| Mode | Dizabled « |

*Port Configure
FPoE [ Tranzlate dynamic to static
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= 35H
=HTTPS Port| Mode | Max Dynamic Clients
= Port Security Limit P wll| <> T
= 802.1X 1 |Disabled + | Unlimited v
FACL
2 |Dizabled + | Unlimited w
FOHCP
3 |Dizabled « ||Unlimited w
vIPEMAC Source 4 [Dizabled v|[Unlimited v
Suard
_ 5 |Dizabled s | Unlimited w
= Configuration
» Static Table B |Dizabled + | Unlimited w
PARP Inspection 7 |Dizabled s | Unlimited W

Figure 7-4 IP&MAC Guard- Port Configuration Screen

Configuration object and description is:

Object ‘ Description

Global Mode Click drop-down menu to enable or disable Global IP&MAC Source Guard function

Click drop-down menu to enable or disable the IP&MAC Source Guard function for

Port Mode :
corresponding port.

Click drop-down menu to select Max Dynamic Clients. Available options: Unlimited,

Max Dynamic Clients 0.1 2.

Click "Save" to store and activate settings.
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7.5.2.Static Table

On this page, the user can manually set the Static Table of IP & MAC Guard to fulfill the port's controlling
function. After clicking Security Configure > IP&MAC Source Guard > Static Table, the following screen appears.

3 i .
Information & Status Static IP Source Guard Table
¥ Network Admin
Delete | Port |[VLANID | IP Address MAC address
¥ port Configure 1
elete St
PPoE
¥ Advanced Configure [ Edd Wew Enfry ™
¥ Security Configure
Save | | Eezet
—
" S35H
= HTTPS
= Port Security Limit
= 802.1X
PACL
POHCP

»|PEMAC Source
Guard

= Configuration
= Static Table

FARF Inspection

Figure 7-5 Static TableConfiguration Screen

Configuration object and description is:

Object ‘ Description
Port Click drop-down menu to select which port should be fixed.
VLAN Type VLAN ID that should be fixed to
IP Address Type IP Address that should be fixed to
MAC Address Type Mac Address that should be fixed to

Click "Add New Entry" button to create a new record.

Click "Save" to store and activate settings.

7.6. ARP Inspection

Dynamic ARP Inspection (DAI) is a secure feature. Several types of attacks can be launched against a host or
devices connected to Layer 2 networks by "poisoning” the ARP caches. This feature is used to block such attacks.
Only valid ARP requests and responses can go through the DUT. A Dynamic ARP prevents untrustworthy ARP
packets based on the DHCP Snooping Database. This page provides ARP Inspection-related configuration.
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7.6.1.Port Configuration

The user can configure ports on this page. After clicking Security> Configure > ARP Inspection > Port
Configuration, the following screen appears.

Finformation & Status

FMetwork Admin

ARP Inspection Configuration

| Mode | Dizabled + |

*Port Configure
FPoE [ Tranzlate dymamic to static
* pdvanced Configure
¥ Security Configure
= Password Port Mode Configuration
= 35H
s HTTPS Port| Mode [ CheckVLAN |Log Type
= Port Security Limit ol V O w ' w
DRl 1 |Dizabled = | |Disabled s None  »
pACL
2 |Dizabled s | |Dizabled None
FOHCP
3 |Dizabled =+ | |[Dizabled w None
Pg‘&fﬂ?c Source 4 |Dizabled s« | |Disabled + None — «
uar
5 |Dizabled s« | |Dizabled + None — «
wARF Inspection : :
G |Dizabled s« | |Dizabled + None W
= Port
Configuration 7 |Di=abled « | |Dizabled None  »
w LAN 8 |Dizabled » | |Dizabled None  w

Figure 7-6 ARP Inspection Port Configuration Screen

The configuration object and description are:

Object
Global Mode

‘ Description

Click drop-down menu toenable or disable Global ARP Inspection

Port Mode

Click drop-down menu toenable or disable port-based ARP Inspection

Check VLAN

If you want to inspect the VLAN configuration, you have to enable the setting of
"Check VLAN". The default setting of "Check VLAN" is disabled. When the setting of
"Check VLAN" is disabled, the log type of ARP Inspection will refer to the port
setting. And the setting of "Check VLAN" is enabled, the log type of ARP Inspection
will refer to the VLAN setting. Possible setting of "Check VLAN" are:

Enabled: Enable check VLAN operation.

Disabled: Disable check VLAN operation.

Log Type

Only the Global Mode and Port Mode on a given port are enabled, and the setting of
"Check VLAN" is disabled, the log type of ARP Inspection will refer to the port
setting. There are four log types and possible types:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

ALL: Log all entries.

Click "Save" to store and activate settings.
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7.6.2.VLAN Confi

guration

After click "Security Configure">"ARP Inspection">"VLANConfiguration", followed screen will appear.

*Information & Status

VLAN Mode Configuration

FMetwork Admin

Start from VLANM |1 with |20 entries per page.

*Port Configure Per pag
»PoE Delete | VLANID | Log Type
* pdvanced Configure 1] [Mone v
¥ Security Configure [ &dd New Entry ]

= Password

n 35H
e

= Port Security Limit

= 021X

pACL

pPOHCF

FIPEMAC Source
Guard

wARF Inspection

= Port

Configuration

n W LAR
Caonfiguration

= Static Table
= Oynamic Tahle

Figure 7-8 ARP Inspection VLANConfiguration Screen

The configuration object and description are:

Object ‘

VLAN ID

Description

Indicates the ID of this particular VLAN

Log Type

Click drop-down menu to enable or disable port-based ARP Inspection.

Specify ARP Inspection is enabled on which VLANS. First, you have to enable the
port setting on Port mode configuration web page. Only when both Global Mode and
Port Mode on a given port are enabled, ARP Inspection is enabled on this given
port. Second, you can specify which VLAN will be inspected on VLAN mode
configuration web page. The log type also can be configured on per VLAN setting.
Possible types are:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

ALL: Log all entries.

Click "Add New Entry" button to create a new record of VLAN configuration. Click "Save" to store and activate

settings.
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7.6.3. Static Table

The user can manually configure the ARP Inspection Static Table to control the port. After clicking Security
Configure> ARP Inspection> Static Table, the following screen will appear.

FInformation & Status
»Network Admin

¥ Port Configure

»PoE

» Advanced Configure

¥ Security Configure

= Password
= 55H
= HTTFS
= Port Security Limit
= 502 1K
PACL

FOHCP

HIPEMAC Source
Guard

wARP Inspection
= Port
Configuration
n LAMN
Configuration

= Dynamic Table

Static ARP Inspection Table

Delete | Port | VLANID |

MAC Address

IP Address

[hetete [t o

[ Add WNew Entry

)

Figure 7-9 Static Table Configuration Screen

The configuration object and description are:

Object Description
Port Click drop-down menu to select which port should be fixed.
VLAN Type VLAN ID that should be fixed to
IP Address Type IP Address that should be fixed to
MAC Address Type Mac Address that should be fixed to

Click "Add New Entry" button to create a new record.Click "Save" to store and activate settings.

- LinkPower™ Switch Web Management User Manual




Switch Web Management User Manual V2.2
7.7. ACL

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control entries that
specify individual users or groups permitted or denied to specific traffic objects, such as a process or a program.
Each accessible traffic object contains an identifier to its ACL. The privileges determine whether there are
specific traffic object access rights.

ACL implementations can be quite complex, for example, when ACEs are prioritized across various situations. In
networking, an ACL is a list of ports or network services available on a host or server, with each entry specifying
hosts or servers permitted or denied to use the service. ACLs can generally be configured to control inbound
traffic and, in this context, are similar to firewalls.

7.7.1.ACL Ports Configure

After clicking Security Configure">"ACL">"Ports", the following screen will appear.

3 i .
SICUOIORE SIS ACL Ports Configuration
»Network Admin
Port [ Policy ID | Action | Rate Limiter ID | Port Redirect |  Mirror Logging Shutdown State [ Counter
}Port Configure
»PoE * o | < v [ v [ v < v L - ko2 v *
¥ pdvanced Configure
1 0 |Permit « Dizabled Dizabled Dizabled Dizabled « Enabled < 0
¥ Security Configure
= Password
= SSH 2 0 |Permit » Dizabled » Dizabled | |Disgabled s | |Dizabled »| |Enabled 247562
«HTTFS
= Port Security Limit - - - -
802 1% 3 0| |Permit + Digabled » Digabled & | |Disabled + | |Disabled & | |Enabled « 0
wACL
4 0 |Permit Dizabled Dizabled Dizabled « Dizabled « Enabled « 0
= Rate Limiters
= Access Control
List ] 0 |Permit + Dizabled Dizabled Dizabled Dizabled + Enabled « 0

Figure 7-10 ACL Ports Configuration Screen

The configuration object and description are:

Object ‘ Description

There are 2 available options:
Action Permit: that specific port allows data going through.
Deny: that specific port forbid data going through.

Rate

LimiterlD Port’s fixed Rate Limiter ID, please go to Rate Limiter Configuration for more details.

Select which port frames are redirected on. The allowed values are Disabled or a specific

Port Redirect port number and it can't be set when action is permitted. The default value is "Disabled".

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.

Mirror Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".
Logging Enabled or Disabled Log

Specify the port shut down operation of this port. The allowed values are:
Shut Down Enabled: If a frame is received on the port, the port will be disabled.

Disabled: Port shut down is disabled.
The default value is "Disabled".
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Note: The shutdown feature only works when the packet length is less than 1518(without
VLAN tags).

Specify the port state of this port. The allowed values are:

Enabled: To reopen ports by changing the volatile port configuration of the ACL user

State module.

Disabled: To close ports by changing the volatile port configuration of the ACL user module.
The default value is "Enabled".

Counter Counts the number of frames that match this rule.

Click "Save" to store and activate settings.

7.7.2. Rate Limiter Configuration

The user can make ACL Rate limiter configuration in this page. After clicking Security Configure">"ACL">"Rate
Limiter", the following screen will appear.

*Information & Status ACL Rate Limiter Configuration
¥Hetwork Admin
, Rate Limiter ID | Rate | Unit
Port Configure " " o
PPoE 1 1| |pps W
¥ pdvanced Configure 2 1| ppz w
¥ Security Configure 3 1| |pps &
= Password 4 1] |pps ¥
= 55H 5 1 |pps w
s HTTPS 6 1| [pp= v
= Port Security Limit 7 1 oos
o Il
= Ports 9 1 ppz v
= Rate Limiters | 10 1l |ppz v
= Access Control 11 1| |ppz »
== 12 1| |pps
»DHCP i 1 Goe v

Figure 7-11 ACL Rate Limiters Configuration Screen

Click "Save" to store and activate settings.

7.7.3.Access Control List Configuration

The user can make Access Control List Configuration on this page. After clicking Security
Configure">"ACL">"Access Control List", the following screen will appear.
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3 i . .
DS SRS Access Control List Configuration Auto-refresh [] [ Refresh |[Clear | [ Renove all

YHetwork Admin

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect [ Mirror | Counter |

}Port Configure

YPoE

¥ Advanced Configure

¥ Security Configure

= Passward
=55H
=HTTPS
= Port Security Limit
=502 1K

=Ports
= Rate Limiters

= Access Control
List

Figure 7-12 Access Control ListConfiguration Screen

Click @ button, to go to Access Control List, and edit it.

8. Diagnostics

8.1. Ping Test

Ping is a small program that can send ICMP Echo packets to the IP address you specify. The destination node
will respond to those packets sent from the switch. So the Ping test is to troubleshoot IP connectivity issues.

After clicking Diagnostics ">"Ping", the following screen appears.

*information & Status ICMP Ping

FMetwork Admin
IP Address 0.0.0.0

" Port Configure Ping Length |54
»PoE Ping Count |5
¥ Advanced Configure Ping Interval |1
¥ Security Configure _

-'t art
*QoS Configure

* Diagnostics

= Cable Diagnostics
s CPU Load

Figure 8-1 Ping Test Screen
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The configuration object and description are:

Object Description

IP Address The destination IP Address that needed to Ping

Ping Length Input a number between 1 and 1452. Default: 56

The times for inputting Ping IPv4 address or IPv6 address (Number of echo requests to

Ping Count send). User can input a number between 1 and 60.

Ping Interval Interval time for Ping (Send interval for each ICMP packet)

Click "Start" button to start Ping testing.

8.2. Cable Diagnostics

The Cable Diagnostics performs tests on 10/100/1000BASE-T copper cables. These functions can identify cable
length and operating conditions and isolate a variety of common faults that can occur in Cat5 twisted-pair cabling.

After clicking Diagnostics ">"Cable Diagnostics", the following screen will appear.

*Information & Status VeriPHY Cable Diagnostics

FNetwork Admin

*Port Configure
* Advanced Configure
¥ Security Configure
’QOS Conﬁgure CablE Status
Port | Pair A | Length A | Pair B | Length B | Pair C | Length C | PairD | Length D
— i
Dlangostlcs 1 QOpen 0 Open 0 Open 0 Open 0
=Ping _ 2 OK 6 OK 5 - 0 - 0
IS;EJELDI?HGSUES | 3 Open 0 Open 0 Open 0 Open 0
. o8 4  Open 0 Open 0 Open 0 Open 0

Figure 8-2 Cable Diagnostics Screen

Click the "Start" button to start " Cable Diagnostics" testing.
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8.3. CPU Load

This page shows percent of CPU load. After clicking Diagnostics> CPU Load, the following screen will appear.

CPU Load Refresh - [«
100ms 0% 1sec 0% 10sec 0% (all numbers running average)
75%
5000
25%

Figure 8-3 CPU Load Screen
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9. Maintenance

9.1. Restart Device

This page is for restarting switch. After click "Maintenance ">"Restart Device", followed screen will appear.

¥ Information & Status Restart Device

¥ Network Admin

»Port Configure

Are you sure you want to perform a Restart?

FPoE

¥ pdvanced Configure
» Security Configure e
»Qos Configure

»Diagnostics

= Restart Device

= Factory Defaults

= Firmware Upagrade
= Firmware Select
FConfiguration

Please click "Yes" to restart the switch.

9.2. Factory Defaults

This page is for making all settings to factory defaults. After clicking Maintenance > Factory Defaults, the
following screen appears.

Minformation & Status Factory Defaults

FHetwork Admin
¥Port Configure

) Are you sure you want to reset the configuration to
PoE

Factory Defaults?

¥ Advanced Configure

¥ Sacurity Configure
*QoS Configure

*Diagnostics

¥ Maintenance

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select
FConfiguration

Please click "Yes" to reset the configuration to Factory Defaults.
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9.3. Firmware Upgrade

This page is for upgrading system firmware. After clicking Maintenance > Firmware Upgrade, the following
screen appears.

Minformation & Status Software Upload
MHetwork Admin

Browse Upload

*Port Configure

*PoE

FpAdvanced Configure
¥ Security Configure
»QoS Configure

PDiagnostics

*Maintenance

= Restart Device

= Factory Defaulis

= Firmware Upgrade|
= Firmware Select

Please click "Browse" to select the firmware that needs to be upgraded. And then click "Upload" to start
upgrading.

9.4. Firmware Select

This page is for upgrading system firmware. After clicking Maintenance> Firmware Upgrade, the following
screen will appear.

b - .
LB e S Software Image Selection
»Network Admin

Active Image
Image managed
FpPoE Version 24GF-A4G (standalone) V1.1-0NW-20150401
Date 2015-07-15T14:55:28+08:00

*Port Configure

FAdvanced Configure
¥ Security Configure Alternate Image
g Image  managed bk
LESELL T Version 24GF-4G (standalone) V1.1-ONV-20150401
¥ Diagnostics Date 2015-08-11T21:44:05+08:00
*Maintenance [ Activate Alternate Image ] [ Cancel
= Restart Device
» Factory Defaults

= Firmware Upgrade
» Firmware Select
pConfiguration

Please click "Activate Alternate Image" to select the firmware.
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9.5. Firmware Select

In this page, the user can download, upload, activate, or delete configuration files.

9.5.1.Download Configuration File
After clicking Maintenance> Download, the following screen will appear.

PInformation & Status
»Network Admin
*Port Configure

*PoE

P Advanced Configure
* Security Configure
*QoS Configure

P Diagnostics

* Maintenance

= Restart Device
= Factory Defaults

s Firmware Upgrade

s Firmware Select
| w Configuration

= Download

Download Configuration
Select configuration file to save.

Flease note: running-config may take a while to prepare for download.

File Name

O running-config

O default-config

[ Dovmload Configuration

Please choose a file and then click "Download Configuration” button to download.

9.5.2.Upload Configuration File

After clicking Maintenance ">" Upload", the following screen will appear. Then the user can upload the

Configuration File.
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k .
Information & Status Upload Configuration
*Network Admin
File To Upload
}port Configure
Ppo
[ 3
AGKBRCOU LONRpEe Destination File
¥ Security Configure
e | File Name | Parameters |
M Diagnostics ( Upload Configuration J
¥ Maintenance
= Restart Device
= Factory Defaults

= Finmware Upgrade
= Firmware Selact
| w Configuration

= Download

9.5.3.Activate Configuration

After clicking Maintenance > Activate, the following screen appears. Then the user can activate the
Configuration File.

¥nformation & Status Activate Configuration

P Network Admin
Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectivity.

»Port Configure
»PoE Please note: The activated configuration file will not be saved to startup-config automatically.
¥Advanced Configure File Name
¥ Security Configure @) default-config
L4
ERSEITITOE [ Activate Configuration
» Diagnostics

¥ Maintenance

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

w Configuration

=Download
= Upload

= Delete

9.5.4. Delete Configuration File

After clicking Maintenance > Delete, the following screen appears. Then the user can delete the Configuration
File.
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FInformation & Status
¥ Network Admin
*Port Configure

*PoE

Delete Configuration File

Mo files available for deletion.

¥ Advanced Configure

Delete Configuration File

¥ Security Configure
*QoS Configure

PDiagnostics

* Maintenance

= Restart Device
= Factory Defaults
s Firmware Upgrade
= Firmware Select
w Configuration

= Download
= pload
= Activate

10. Appendix 1 Term List

English Name

Description

A Protocol)

ARP (Address Resolution

A protocol that converts an IP address to a physical
address

Auto-Negotiation

To automatically negotiate the working rate and duplex
mode on both ends of the switch and other equipment

Broadcast Storm

Excessive broadcast frames are sent across the network
via a single port. The response to forward information will

DSCP (DiffServe Code
Point)

B stack up in the network, consume excessive network
resources, or cause network timeouts
Broadcasting The forwarding of data to all nodes in the network
The 802.1 p priority scheme. The CoS provides a way to
C CoS (Class of Service) add a priority label to the packet and divides the message
into eight levels. Range of values: 0 ~ 7
DHCP (Dynamic Host The IP address, subnet mask, gateway and other
Configuration Protocol) information are distributed dynamically in the network
D

In a six-bit domain encapsulated in the IP header, the
message can be divided into 64 levels.
Value range: 0 ~ 63
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Ethernet USES a total line or star topology and supports a
E Ethernet transmission rate of 10Mbps.The new version, called fast
Ethernet, can be up to 100Mbps.
Flow control enables low-speed equipment to communicate
with high speed devices.This kind of flow control is the way
Flow Control to suspend the bag through high speed port to match the
speed of the high speed port and the speed of the low-
F speed port
= A packet containing the header and tail information required
rame ) .
for the physical medium layer.
Using the IEEE802.3 x standard, you can simultaneously
Full-Duplex receive and send data operations in both directions at one
time
H Half-Duplex Using the Backpressur_e standard, you can (_)nly receive or
send a data operation in one direction at a time
IGMP  (Internet Group The mechanism of establishing and maintaining the
relationship between the host and three layer multicast
I Management Protocol) equipment is provided
IEEE 802.1p
IEEE 802.1q
. . A technique used to solve problems such as network
Q QoS (Quality of Service) latency and congestion
A group of ports is bundled together to form an aggregate
Trunking group to increase the bandwidth and enhance the reliability
T of the connection
In an 8-bit domain encapsulated in the IP header, a
ToS (Type of Service) message representing different priority characteristics is
represented
UDP (User Datagram ,
An unconnected, unreliable transport layer protocol
U Protocol)
ILDJ;I;(UnshleIded Twisted There is no shielding media outside the double strand

11. Appendix2FAQ

1. Why is it not normal to display a page through a WEB browsing configuration

A: Before accessing the WEB, remove the cache and COOKIES of IE. Otherwise, it may cause
abnormality.

2. Forget the Password?

3. A Forgetting the login password can be used to initialize the password by restoring the factory settings.
Press the button at 10s. Initial user name "admin" and password "system".

3. Would both be working if configured by web or CLI?
A : Yes, both ways are working.
4. Why can't the bandwidth be increased after configuring Trucking?

A: Please check if the information of Trucking set port is the same, including rate, duplex mode and
VLAN etc..

5. How to deal with the problem of partial ports of switch?
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A: When some ports are blocked on the switch, it may be a network cable fault, a network card failure, or
a switch port failure. Users can test by following these steps:

Test the failure:

1. The connection of the computer and switch ports remains unchanged, and replace the other network
cables.

2. The network cable and switch port remain unchanged, and change the computer.

3. The network cable and computer remain unchanged and replace the switch ports;

4. If it is confirmed that it is caused by the switch port failure, please contact the supplier for maintenance.
6. What is the order of the port self-adaptive status detection?

A: Port of state testing was conducted in the following order: 2000Mbps full-duplex, 100Mbps full-duplex,
100Mbps half-duplex, 10Mbps full-duplex, 10 Mbps half-duplex. And automatically connect with maximum
speed.
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